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1. Introduction

Information Security Governance: Guidance for Information Security Managers, a
companion publication to Information Security Governance: Guidance for Boards of
Directors and Executive Management, 2" Edition,' is an exposition on the rationale and
necessity for senior management to integrate information security into overall
organisational governance at the highest levels. It provides information developed in
recent years that mandates the business case for information security governance.
Although, for continuity and clarity, some of the information from the board and
executive management guidance publication is summarised in this document, a review
of that publication is recommended for an understanding from a high-level strategic
governance perspective.

‘It is no longer enough to communicate to the world of stakeholders why we exist and
what constitutes success, we must also communicate how we are going to protect our
existence’.” This suggests that a clear organisational strategy for preservation is equally
important to, and must accompany, a strategy for progress.

Given the rising risks and increasing expenditures of organisational resources on
information security, coupled with increasingly stringent regulations and growing
liabilities, it is inevitable that information security has become a matter for consideration
at the highest organisational levels. Once senior management and the board of directors
have an understanding of the imperatives and benefits for undertaking the integration of
information security into the organisation’s governance structure, they can look to this
document to provide an approach and methodology for achieving that objective.

This publication discusses how to develop an information security strategy within the
organisation’s governance framework and how to drive that strategy through an
information security programme. It provides guidance on determining information
security objectives and how to measure progress toward achieving them.

Information security is not only a technical issue, but also a business and governance challenge
that involves risk management, reporting and accountability. Effective security requires the
active engagement of executive management to assess emerging threats and provide strong
cybersecurity leadership. The term penned to describe executive management’s engagement is
corporate governance. Corporate governance consists of the set of policies and internal
controls by which organizations, irrespective of size or form, are directed and managed.
Information security governance is a subset of an organization’s overall governance program.
Risk management, reporting, and accountability are central features of these policies and
internal controls.

— The Corporate Governance Task Force, 2004, www.cyberpartnership.org/InfoSecGov4_04.pdf

Information security governance includes the elements required to provide senior
management assurance that its direction and intent are reflected in the security posture
of the organisation by utilising a structured approach to implementing an information

"IT Governance Institute, Information Security Governance: Guidance for Boards of Directors and Executive
Management, 2" Edition, USA, 2006
* Kiely, Laree; Terry Benzel; Systemic Security Management, Libertas Press, USA, 2006
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security programme. Once those elements are in place, senior management
can be confident that adequate and effective information security will
protect, as far as is possible, the organisation’s vital information assets.

The objective of information security is to develop, implement and manage

an information security programme that achieves the five basic outcomes

identified in Information Security Governance: Guidance for Boards of

Directors and Executive Management, 2" Edition:

« Strategic alignment of information security with business strategy to
support organisational objectives

« Effective risk management by executing appropriate measures to manage
and mitigate risks and reduce potential impacts on information resources
to an acceptable level

* Value delivery by optimising information security investments in support
of organisational objectives

* Resource management by utilising information security knowledge and
infrastructure efficiently and effectively

* Performance measurement by measuring, monitoring and reporting
information security governance metrics to ensure achievement of
organisational objectives

Information Security

Until recently, a major focus of information security has been the
protection of the IT systems that process and store the vast majority of
information, rather than the information itself. But this approach is
technology-centric and too narrow to accomplish the level of integration,
process assurance and overall security that is now required.

Information security takes the larger view that the information and the
knowledge based on it must be adequately protected regardless of how it is
handled, processed, transported or stored. Information security addresses
the universe of risks, benefits and processes involved with all information
resources. It has become clear that information must be treated with the
same care and prudence as are other critical organisational resources.

As organisations strive to remain competitive in the global economy, there
are constant pressures to cut costs through automation and the deployment
of more information systems. At the same time that there is growing
dependence on these systems, there are also mounting risks to vital
information resources threatening the existence of the enterprise.

Management must also contend with the scores of new and existing
laws and regulations that are demanding compliance and higher levels
of accountability.
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Executive and information security management are responsible for
considering and responding to these issues, and ensuring governing boards
are involved in and support the appropriate course of action. Management
is also obligated to ensure a comprehensive information security
governance framework is effectively implemented.

To accomplish this, members of executive management must have a clear
understanding of what to expect from their information security
programme. They need to know how to direct the implementation of an
appropriate information security programme, how to evaluate the status
and effectiveness of the information security programme, and how to
decide the strategy and objectives of the information security programme.

This guide, prepared by one of the world’s leading institutions dedicated to
researching the principles of IT governance, addresses these concerns. The
guide covers such fundamental issues as:
» What is information security governance?
* What are the information security roles and responsibilities of
executive management?
* What is an effective business-oriented approach to providing information
security governance?
* How is an information security strategy aligned with business
objectives developed?
* How is an information security strategy implemented?
* How is the effectiveness of the information security programme
measured and monitored?
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2. Information Security Governance Guidance

As has been discussed in the companion guide, Information Security Governance:
Guidance for Boards of Directors and Executive Management, 2" Edition, information
security is concerned with all information processes, physical and electronic, regardless
of whether they involve people and technology or relationships with trading partners,
customers and third parties. Information security is concerned with the comprehensive
aspects of information and overall protection at all points within the life cycle of
information used in the organisation.

Information security deals with all aspects of information, whether spoken, written,
printed, electronic or relegated to any other medium, and regardless of whether it is being
created, viewed, transported, stored or destroyed. This is contrasted with IT security, which
is concerned with security of information within the boundaries of the technology domain.
Typically, confidential information disclosed in an elevator conversation or sent through
the postal service would be outside the scope of IT security. However, from an information
security perspective, the nature and type of compromise are not important; what is
important is the fact that security has been breached.

Specifically, information security relates to the protection of information assets against
the risk of loss, operational discontinuity, misuse, unauthorised disclosure,
inaccessibility or damage. It is also concerned with the increasing potential for civil or
legal liability that organisations face as a result of information inaccuracy and loss or
the absence of due care in its protection.

This document addresses the need for proper alignment of information security
programme activities to reinforce the understanding that information is a pervasive,
critical organisational asset, and that the ad hoc approaches of the past will no longer
serve to address current and emerging issues. As with any other business-critical
activity, information security programme activities must be thoroughly planned,
effectively executed and constantly monitored at the highest levels of the organisation.

Firms operating at best-in-class (security) levels are lowering financial losses to less than 1 percent
of revenue, whereas other organisations are experiencing loss rates that exceed 5 percent.

— Aberdeen Group, ‘Best Practices in Security Governance’, USA, 2005

It is important to consider the organisational necessity and benefits of information

security governance. They include:

* Protection from the increasing potential for civil or legal liability as a result of
information inaccuracy, improper disclosure or the absence of due care in its protection

* Increased predictability and the reduction of uncertainty in business operations by
lowering information security-related risks to definable and acceptable levels

* Assurance of an effective information security policy and policy compliance

* The structure and framework to optimise allocations of limited security resources
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* A level of assurance that critical decisions are not based on faulty information

* A firm foundation for efficient and effective risk management, process improvement,
and rapid incident response relating to securing information

* Accountability for safeguarding information during critical business activities such as
mergers and acquisitions, business process recovery, and regulatory response

* Reduced losses from security-related events, and assurance that security incidents and
breaches are not catastrophic

* Improved reputation in the market that has demonstrably resulted in increased
share value

McKinsey and Company, in conjunction with Institutional Investors Inc., published in the
McKinsey Quarterly studies that concluded that major international investors were willing to
pay a premium for shares in a company that is known to be well governed. The premium ranged
from 11 to 16 percent in 1996 to 18 to 28 percent in 2000. With the advent of regulations, such
as those imposed by Sarbanes-Oxley, requiring disclosure of the effectiveness of controls and
attestation to the accuracy of financial reporting, these studies suggest obvious implications for
adequate and effective security governance.

— McKinsey and Institutional Investors Inc., ‘McKinsey/KIOD Survey on Corporate
Governance’, January 2003, www.mckinsey.com/clientservice/organizationleadership/
service/corpgovernance/pdf/cg_survey.pdf
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3. Information Security Programme Requirements

To achieve significant improvements, information security must be an integral part of
enterprise governance and integrated into strategy, concept, design, implementation and
operation. Information security must be considered in virtually all management
strategies and recognised as a crucial contributor to success.

Effective information security governance requires senior management commitment and
an overall culture conducive to information security at the executive and operational
levels. Too often, management determines that it is easier to buy a solution than to
change a culture. The result is all too often an ad hoc collection of poorly integrated
tactical point solutions that are increasingly difficult to manage and invariably leave
gaps in protection.

Education and training in the operation of information security processes are often
overlooked as well. However, management should consider that even the most secure
system, if operated by ill-informed, untrained, careless or indifferent personnel, will not
achieve a significant degree of security.

Information security is a top-down process requiring a comprehensive information
security strategy that is explicitly linked to the organisation’s business processes and
objectives. For security to be effective, it must address organisational processes from
end to end—physical, operational and technical.

To ensure all relevant elements of security are addressed in an organisational
information security strategy, several security standards have been developed. Major
resources for information security governance guidance include, but are not limited to,
CoBIT" 4.1, the International Organisation for Standardisation (ISO)/International
Electrotechnical Commission (IEC) 27000 family of security standards, Federal
Information Processing Standard (FIPS) Publication 200 and US National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-53.

A formal information security strategy must be implemented by developing
comprehensive information security policies consistent with the main focus and purpose
of the organisation. To provide effective governance, a set of enterprise standards for
each policy must be developed to provide defined boundaries for acceptable processes
and procedures. Education, training and awareness must also be considered to convey
information to all personnel as part of an ongoing process to change behaviours not
conducive to secure, reliable operations.

The strategy must then be implemented through a comprehensive information security
programme that includes well-conceived and complete policies and standards. In
summary, the information security programme must cover such elements as:

* Assignment of roles and responsibilities

* Periodic assessments of risks and impact analysis

* Classification and assignment of ownership of information assets

» Adequate, effective and tested controls
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« Integration of security in all organisational processes Itis critical for

* Processes to monitor security elements management to

« Effective identity and access management processes for users and ensure that adequate
suppliers of information resources are

 Meaningful metrics allocated to support

* Education on information security requirements for all users, managers the overall enterprise
and board members information security

« Training, as appropriate, in the operation of security processes strategy.

* Development and testing of plans for continuing the business in case of
interruption or disaster

Some aspects of a security programme may hold more relevance than
others for senior management. For example, some countries, such as
Australia, Canada, France, India and the US, are making the adequacy and
testing of controls from a regulatory/statutory or legal perspective a focus.
From a European Union (EU) privacy perspective, the additional elements
required for confidentiality may be of equal or greater significance.

Even organisations not bound by regulation may have special information
security considerations or objectives resulting from partnerships or
contractual arrangements. In virtually all circumstances, organisations have a
legal requirement to exercise due care in the protection of information assets.

Increasingly, it is incumbent on management to ensure that the foregoing
responsibilities are adequately addressed by enterprise policies, standards
and procedures, and adequate resources are allocated to support an
effective enterprise security programme.

A comprehensive information security programme will ensure protection
of information assets through a layered series of technological and non-
technological safeguards and controls (i.e., physical and environmental
security measures, background checks, user identifiers, passwords, smart
cards, biometrics, intrusion detection systems [IDSs]/intrusion prevention
systems, firewalls) as well as manual and automated procedures. These
safeguards and controls are necessary and should address both threats and
vulnerabilities in a manner that reduces potential impacts to a defined,
acceptable level. Necessary and key controls and their objectives are
covered comprehensively within CoBIT.

To achieve effective information security governance, management must

establish and maintain a framework to guide the development and

maintenance of a comprehensive information security programme. The

governance framework will generally consist of:

* A comprehensive information security strategy explicitly linked with
IT and organisational business objectives

* An effective information security organisational structure void of
conflicts of interest with appropriate authority and resources
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* Governing information security policies that address each aspect of strategy, controls
and regulation

* A complete set of information security standards for each policy to ensure that
procedures and guidelines comply with policy

* Enterprise-specific monitoring processes to ensure compliance and provide ongoing
feedback on effectiveness

* A process to ensure continued evaluation and update of the organisation’s information
security policies, standards and procedures

 Implementation of effective information security risk assessment methodology

This framework, in turn, provides the basis for the development of a cost-effective
information security programme that supports the organisation’s goals. The overall
objective of the programme is to provide assurance that information assets are given a
level of protection commensurate with their value or the risk their compromise poses to
the organisation. The framework generates a set of activities that support fulfilment of
this objective.

Figure 1 shows the relationships and the participants involved in developing a security
strategy aligned with business objectives. The business strategy provides one of the inputs
into risk management and information security strategy to promote alignment. The balance
of inputs is derived from determining the desired state of security compared to the existing
or current state. Business processes must also be considered, as well as the results of risk
assessments and impact analysis to determine protection levels and priorities. Regulatory
requirements must also be considered in developing the information security strategy.’

Figure 1—Information Security Governance Conceptual Framework

N Business
Senior Management i Business Strategy > Objectives
Steering Committee and isk Management/Information Security Strate Security
Executive Management anag 9y Attributes
CISO/Steering Security Action Plan Security
Comnittee Policies and Standards Programmes

Security
SR Action Plan I;::grr:g\'l'il:n
e Current state Inputs
:tnaq(edg? isrg::’urity ° fgggﬁg: — ’ Security Objectives
o Business processes constraints

and requirements

Al

* Risk assessment

© Business impact
analysis (BIA)

© Regulatory
requirements

*IT Governance Institute, op. cit., Information Security Governance: Guidance for Boards of Directors and
Executive Management, 2 Edition
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The objective of the information security strategy is to achieve the desired state defined
by business and security attributes. The strategy provides the basis for an action plan
comprised of one or more security programmes that, as implemented, achieve the
information security objectives. The action plan(s) must be formulated based on
available resources and constraints.

The strategy and action plans must contain provisions for monitoring as well as defined
metrics to determine the level of success. This provides feedback to the chief information
security officer (CISO), steering committee and management to allow for correction and
ensure that information security initiatives are on track to meet defined objectives.

Information security baselines can be developed and implemented on the basis of
identified and prioritised information resources that need protection. Information
security baselines are the minimum acceptable security that will be provided to protect
information resources. Baselines will vary depending on the sensitivity and criticality of
the affected assets. Baselines can be expressed as technical, procedural and personnel
standards throughout the enterprise.

Baselines are normally developed using a combination of accepted global standards and
frameworks such as CoBIT, ISO/IEC 27002, FIPS Publication 200 and NIST SP 800-53;
legal and regulatory requirements; and decisions by the organisation about the
acceptable level of risk weighed against the cost of mitigation. An example of a baseline
that was created using COBIT is CoBIT® Security Baseline,* available from ITGI.

Security objectives are normally met when:

* Information is available and usable, as required, and the systems that provide it can
appropriately resist or recover from attacks (availability)

* Information is observed by or disclosed to only those who have a right to know
(confidentiality)

* Information is protected against unauthorised modification (integrity)

* Business transactions as well as information exchanges amongst enterprise locations or
with external trading partners can be trusted (authenticity and non-repudiation)

While emerging definitions are adding concepts such as information usefulness and
possession—the latter to cope with theft, deception and fraud—the networked economy
adds the critical need for trust and accountability in electronic transactions.

The relative priority and significance of availability, confidentiality, integrity,
authenticity and non-repudiation vary according to the data within the information
system and the business context in which they are used. For example, integrity is
especially important relative to management information due to the impact that
information has on critical strategy-related decisions. Based on regulatory or legal
requirements, confidentiality may be the most critical as it relates to personal, financial
or medical information, or to the protection of trade secrets/intellectual property (IP).

*IT Governance Institute, CoBIT Security Baseline: An Information Security Survival Kit, 2" Edition,
USA, 2007
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The Corporate Governance Task Force has identified a core set of principles to help guide

implementation of effective information security governance. Chief executive officers (CEOs)

should have an annual information security evaluation conducted, review the evaluation results

with staff, and report on performance to the board of directors. Organizations should:

* Conduct periodic risk assessments of information assets as part of a risk management
program

* Implement policies and procedures based on risk assessments to secure information assets

* Establish a security management structure to assign explicit individual roles, responsibilities,
authority and accountability

¢ Develop plans and initiate actions to provide adequate information security for networks,
facilities, systems and information

» Treat information security as an integral part of the system life cycle

¢ Provide information security awareness, training and education to personnel

* Conduct periodic testing and evaluation of the effectiveness of information security policies
and procedures

* Create and execute a plan for remedial action to address any information security deficiencies

* Develop and implement incident response procedures

» Establish plans, procedures and tests to provide continuity of operations

» Use security best practices guidance, such as ISO/IEC 27002, to measure information
security performance

=

—The Corporate Governance Task Force, ‘Information Security Governance: A Call to Action’,
2004, www.cyberpartnership.org/InfoSecGov4_04.pdf
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4. Roles and Responsibilities

As with other significant organisational initiatives of strategic significance, there are a
variety of responsibilities that must be undertaken at various levels of the organisation to
achieve effective information security governance. These range from oversight to
execution. Governance tasks may be subdivided in various ways; the following
delineation of roles can serve as a guide.

Executive Management

Implementing effective information security governance and defining the strategic
information security objectives of an organisation are complex, arduous tasks. To
succeed, they require leadership and ongoing support from executive management. It is
accepted that management has an explicit obligation to ensure adequate protection of
organisational assets, including information. As a result, management must consider that
the requirements of a multitude of legal and regulatory rules and legal standards of due
care increasingly require executive management focus and commitment, oversight,
impetus, and resources.

The foundation of the US Federal government’s cybersecurity requires assigning clear and
unambiguous authority and responsibility for security, holding officials accountable for
fulfilling those responsibilities, and integrating security requirements into budget and capital
planning processes.

— US government, The US National Strategy to Secure Cyberspace, 2003, p. 43,
www.whitehouse.gov/pcipb

Developing and implementing an effective information security strategy also requires
integration with, and co-operation of, business process owners. All too often at the
operational level, the requirements of information security are seen as burdensome,
inflexible, counterproductive, unprofitable and unnecessary. There are generally few
visible or explicit incentives for line managers to commit resources and effort to
ephemeral security objectives. Without strong support and commitment from senior
management, these views often prevail and effectively sabotage security efforts. An
added disincentive for most business owners is that failure of security and concomitant
losses are invariably someone else’s responsibility—usually the security manager’s—
which all but eliminates appropriate accountability. Consequently, it is imperative that
senior and executive management ensure appropriate governance structures that include
clarity of intent and direction, clear delineation of roles and responsibilities, adequate
and effective monitoring, and suitable compliance enforcement.

Properly attended to, a successful outcome of these efforts is the alignment of
information security activities in support of organisational objectives. The extent to
which this is accomplished will determine the effectiveness of the information security
programme in achieving the desired objective of providing a predictable, defined level
of assurance for business processes and an acceptable level of impact from adverse
events. It will result in optimal resource management, decreased losses from security
incidents, and reduced personal and organisational liabilities.
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Steering Committee

Information security affects all aspects of an organisation. To be effective, security
awareness must be pervasive throughout the enterprise. To ensure that all stakeholders
impacted by information security considerations are involved, many organisations use a
steering committee composed of senior representatives of affected groups. This
facilitates achieving consensus on priorities and trade-offs. It also serves as an effective
communication channel and provides an ongoing basis for ensuring the alignment

of the information security programme with business objectives. It can also be
instrumental in achieving modification of behaviour toward a culture more conducive
to good information security.

Many organisations utilise some form of risk council or committee. In some cases, this
can be a subcommittee of the steering or executive committee. This serves to provide
greater integration in the approach to overall risk management. A typical approach to
continuous risk management involves identifying and prioritising risks on a periodic
basis and specifically addressing the top 20 percent. Over time, this can be effective in
consistently addressing the most serious risks. Since the bottom line of security is risk
management, this approach also serves to achieve consensus, priority and direction for
information security efforts.

Chief Information Security Officer

All organisations have a CISO, whether anyone holds that title or not. It may be de facto
the chief information officer (CIO), chief security officer (CSO), chief financial officer
(CFO) or, in some cases, the CEO, even when there is an information security office or
director in place. The scope and breadth of information security today is such that the
authority required and the responsibility taken will inevitably end up with a C-level
officer or executive manager. Legal responsibility will, by default, extend up the
command structure and ultimately reside with senior management and the board of
directors. Failure to recognise this and implement appropriate governance structures can
result in senior management being unaware of this responsibility and the attendant
liability, and usually results in a lack of effective alignment of security activities with
organisational objectives.

Sixty percent of respondents report that their organizations employ a chief information security
officer (CISO) or a chief security officer (CSO), up from 43 percent in 2006.

— CIO, CSO and PricewaterhouseCoopers, ‘The State of Information Security 2007,
A Worldwide Study by C/O, CSO and PricewaterhouseCoopers’, USA, 2007

Increasingly, prudent management is elevating the position of the information security
officer to a C-level or executive position as organisations begin to understand their
dependence on information and the growing threats to it. Management and board of
directors awareness of and commitment to sound information security governance is
demonstrated by ensuring that the C-level or executive position exists and is supplied
with the responsibility, authority and required resources.
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The number of information security managers is on the rise globally. This For information
can be attributed to the growing awareness of the importance of this security to be
function, driven by increasingly spectacular failures of security and the effective, it must be
growing losses that result. Unfortunately, while the number of information aligned more closely
security managers is increasing, there is little consensus amongst with business than
organisations as to what the best reporting relationship is or what role the with technology.

information security manager will play in the organisation. Responsibilities
currently fall under the CISO, who reports to the CEO; to system
administrators who have part-time responsibility for security management
reporting within the IT organisation; or to an information security manager.

Reporting structures for information security managers also vary widely. In
the global State of Information Security 2007 study conducted by
PricewaterhouseCoopers and C/O and CSO magazines, 64 percent of
respondents report that the senior information security official reports to and
through an IT leader—the chief technology officer (CTO), CIO or CSO. This
is up from 50 percent in 2006.> While this is often functionally adequate, it is
unlikely to be the optimal structure and should be examined by senior
management as a part of governance responsibilities. There are several
reasons for this. One is that the increasingly broad requirements of
information security transcend the purview of the typical CIO. Another reason
is the inherent conflict of interest. Information security, due to its efforts to
ensure security, is often perceived as a constraint on IT operations. CIOs and
their IT departments are usually under pressure to increase performance and
cut costs. Information security is often the victim of these pressures. Finally, it
must be considered that for information security to be effective, it must be
aligned more closely with business than with technology.

* CIO, CSO and PricewaterhouseCoopers, ‘The State of Information Security 2007, A Worldwide Study by
CIO, CSO and PricewaterhouseCoopers’, USA, 2007



' §
o

|

W
ers

ty Manag

m
tiol i

ty G
forma

CU

m
dan

ul

Lol

i

5. What the Board, Executive Management and Security Management Should Do

ity governance and

1vE securt

The relationship amongst the outcomes of effect

management responsibilities is shown in figure 2. These are not meant to be

imary information security tasks and

llustrate some pr

i

comprehensive, but merely to

ble.

18 r€sponsi

levels for which management

‘Juswabeuew Jo seale
Juaiaip Aq pawuopad
$9559901d 9ouBINSSE
JO SSBUBAIJIBYS

uo podas pue ajenjery

‘Juswabeuew
99n0sal Jo Aoualolye
uo podaJ pue sjenjeny

'asn Ul SOLBW pue

90e|d ul sainseaw Jo
SS3UAAIII9Ya J0 albap
uo podas pue ajenjery

URITETRIITE]
uo podas pue ajenjery

'S}NsaJ pue
soonoeld Juawabeuew
Sl 83e10d109 uo
Jodal pue ajenfea

‘Juswubife Jo aaibap uo
Hodal pue ajenjeay

SOAIIND3X8 11PNy

‘passalppe
pue painuap!
ale sdejano

pue sdeb 1ey} ainsuj e
's1apinold aoueinsse

J3UJ0 yUMm asfer e

‘Rousioie

pUB SSBUBAILI8Yd

J0} souaw dojanap
pUE ‘UOIJeUIWaSSIP pue
ainyded abpajmouy

10} spoyew dojans(

funaas Joyuow pue
19841p pue ‘sayoeoidde
SoLBW pue Buioyuow
juawaldwi pue dojanaq

'$90.N0S81
11288 J0 SSBUBAIOBYS
pue UORESIIIN JOYUON

*99ue||dwo9
Kioyeinbal
pue £oijod 8oJojuq
‘saifiajelis uonebiw
ysu dojensq e
'palonpuod
aJe SJuaLISSasse
1oedw ssauisnq
pue Ysu Jey} aInsu3 e

‘Juswubie

Buiobuo 1o} s19umo
$$9204d SSaUISNg YIm
asiel| pue ‘sanieniul
pue swwelbold Kunoas
auy} 99s1an0 ‘ABajens
fnoss ayy dojanaq

Juswabeuew Anoss
uoneuLojul/0sIy

'sHoya uopelbayul
90UBINSSE 10810 ©
‘s1apinold
90URINSSE pUB
$9s59201d Ssaulsnq
[BINLO Apusp] e

*UOJBUIWASSIP
pue ainydea
abpajmouy 1o}
$9559901d MaIAaY

"S9A199[q0 ssauIsnq
199W SaARIIUI
Rnoas Jaylaym
9SIADE pUB MaIASY

'SuoIjaUNy SSaUISNq
8MJI3S 0} SaAleIUl
Ryunaas Jo Aoenbape ayy
UO 3SIADE PUB M3IASY

'Sanss|
aoueldwoa Ayuapl
pue saonoeld Andss
Hun ssauisng ajowold
‘sysu BuiBiawa Ayuap)

‘uonelbayul

poddns sjaumo
SSaUISNQ Jey} aInsuy e

‘spoye uone.bisjul

pue Abajens Alinoas
1SISSE PUB M3INSY o

931)IWwWo9 BulIdalg

‘90uel|dwod
Kioyeinbal Joyuop e
"SaIHIAIOR
‘uonelbayul [e u Juswabeuew
10} sueid pue 'sopjaw Aoualolye *SaAeIHUL ¥S1 apnjaul *S3A1303(qo ssauIsng

suonouny aguelnsse | pue ainyded abpajmouy Rynoas Joy soLew Rnoas Jo saipnis soly|iqisuodsal yum Aunoas ajeibayul Juswabeuew
IIe J0 6iSIan0 apinold 10} $8ssa00.4d ainsu3 | pue Buuoyuow ainbay 9sed ssauisng aJinbay | pue $8]0J Jey} 8INSug e 0} $3559204d a)NISuy| aA1IN29x3

*g9ue||dwoa

Kioyeinbol ainsu3 e
‘Juswabeuew ysu

‘uonelBajul | "uonesin 891n0sal pue 10 Aoijod e 8asIaAQ
$53201d douINSSE | Juswabeuew abpajmouy |  'SSaUBARaYe ALINJes '$1800 AIAnoe f1noes *99URI8|0} ‘Juswubie
10 fo1j0d e 88s18AQ 10 fa1j0d e 88sJaAQ J0 Buipodal annbay J0 Buipiodal aunbay MSU UsIqelsy e a|qessuowap alnbay $10}98.41p J0 pJeog
aoueInssy juswabeuep juswiainseapy Kianijaq judwabeuepy Juawubiy 19na1
$S39014 82In0say aouewIopad anjep sy oibajens juawahieuey

sanijiqisuodsay Juawageueyy 0} SSW09IN(Q SUBUISA0Y ALNJaS uonewloul Jo diysuonejay—g aingi4




IT Governance Institute | 21

6. Information Security Metrics and Monitoring

Information Security Metrics

Managing any activity that cannot be measured is generally difficult or impossible.
Operational security is not readily measured in any absolute sense; rather, attributes,
effects and consequences are normally the gauge. In some organisations, probability is
assigned to risks and occurrences, and an estimate is made of likely annual loss
expectancy (ALE). These often wildly speculative numbers are then used as a basis for
allocating or justifying resources for security activities.

Standard information security metrics include such items as downtime due to viruses or
Trojans, number of penetrations of systems, impacts and losses, recovery times, number
of vulnerabilities uncovered with network scans, and percentage of servers patched.
While these measures can be indicative of aspects of security, none provides information
about how ‘secure’ the organisation is overall.

Often, an effort is made to determine the maximum impacts of potential adverse events
as a yardstick of security. Measuring ‘security’ by consequences and impacts is like
gauging how tall a tree is by how loud a noise it makes when it falls. In other words,
adverse events are necessary to determine whether security is working. An absence of
adverse events provides no information on the state of information security. It may mean
that defences worked, or it may mean that no one attacked, or it may mean that a
vulnerability was not discovered.

Of course, simulated attacks with penetration testing will provide only some measure of
the effectiveness of defences against those specific attacks performed. Unless a
statistically relevant percentage of all possible attacks are attempted, no prediction can
be made about the state of security and the organisation’s ability to resist attack.

All that can be stated with certainty about information security is that:

» Some organisations are attacked more frequently and/or suffer greater losses
than others

* There is a strong correlation between good information security management and
practices, and relatively fewer incidents and losses

Good management is arguably one result of good governance. Measuring effective
information security governance and management with any precision may be more
difficult than measuring ‘security’, and metrics will, in most respects, be based on
attributes, costs and subsequent outcomes of the security programme.

A sensible notion suggests that a well-governed information security programme can
be characterised as one that efficiently, effectively and consistently meets expectations
and attains defined objectives. This is, however, of little help to most organisations
since it is unclear what the expectations or objectives of information security are

in any specific sense.
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Commercial efforts to ‘measure’ good governance by organisations such as Institutional
Shareholder Services (ISS) and Governance Metrics International (GMI) have not stood
up well to scrutiny, according to a Yale report titled ‘Good Governance and the
Misleading Myths of Bad Metrics’.® The report details studies showing that many, but
not all, apparently sound governance notions are not supported by fact. However, the
converse is also true; many governance ‘notions’ are, indeed, supported by fact.

Because governance, in general, and information security governance, in particular, is
difficult to measure by a set of objective metrics, there is a tendency to use metrics that
are available regardless of demonstrated relevancy. A typical example apparent in most
organisations is vulnerability scans. Arguably, if it were possible to eliminate all or most
vulnerabilities (which it is not), most risks could be avoided. The fallacy is the
assumption that something can be determined about risk, threat or impact by measuring
technical vulnerabilities.

It is obvious that there is no universal objective scale for information security or
information security governance. For an organisation that has determined the goal or
objectives of information security, as discussed previously, the problem of metrics
becomes somewhat simpler. Metrics can be reduced to any measure of the results of the
information security programme progressing toward the defined objectives. With this
approach, useful guidance to developing organisation-specific metrics is possible from
organisations such as ISACA, CERT, Information Security Forum (ISF), ISO and NIST.

Governance Implementation Metrics

Implementing an effective information security governance strategy and framework
usually requires significant effort and commitment of resources; therefore, it is
important that some form of metrics be in place during the implementation of the
governance programme. Performance of the overall information security programme
will be too far downstream to provide timely information on implementation; therefore,
another approach must be used. Key goal indicators (KGls) and key performance
indicators (KPIs) can be useful in providing information about the achievement of
process or service goals and can determine whether organisational milestones and
objectives are being met.

Strategic Alignment

Strategic alignment of information security in support of organisational objectives is a
highly desirable goal that is often difficult to achieve. It should be clear that the cost-
effectiveness of the information security programme inevitably is tied to how well it
supports the objectives of the organisation and at what cost. Without organisational
objectives as a reference point, any other gauge, including so-called ‘best practices’,
may be overkill, inadequate or misdirected. From a business perspective, ‘adequate
and sufficient’ practices proportionate to the requirements are likely to be more
cost-effective than ‘best’ practices. They are also likely to be received better by
cost-conscious management.

¢ Sonnenfeld, Jeftrey; ‘Good Governance and the Misleading Myths of Bad Metrics’, Academy of Management
Executive, Academy of Management, vol. 18, no.1, 2004
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The best overall indicator of information security activities in alignment with business
(or organisational) objectives is the development of an information security strategy that
defines information security objectives in business terms and ensures the objectives are
directly articulated from planning through implementation of policies, standards,
procedures, processes and technology. The acid test is the ability to conduct a reverse-
order evaluation of a specific control to track it to a specific business requirement. Any
control that cannot be tracked directly back to a specific business requirement is suspect
and should be analysed for relevancy and possible elimination.

Indicators of alignment can include:

* The information security programme demonstrably enables specific business activities.

* The information security organisation is responsive to defined business requirements.

* The organisational and information security objectives are defined and clearly
understood by all involved in information security and related assurance activities.

* The information security programme is mapped to the organisational objectives, and
executive management has validated this mapping.

* There is an information security steering committee consisting of key executives
with a charter to ensure ongoing alignment of information security activities and
business strategy.

Risk Management

Risk management is the ultimate objective of all information security activities and,
indeed, all organisational assurance efforts. While risk management effectiveness is not
subject to direct measurement, there are indicators that correlate well with a successful
approach. A successful risk management programme can be defined as one that efficiently,
effectively and consistently meets expectations and attains defined objectives.

Once again, it is a requirement that expectations and objectives of risk management be
defined; otherwise, there is no basis for determining whether the programme is
succeeding or heading in the right direction, or resource allocations are appropriate.

Indicators of appropriate risk management include:

* Organisational ‘risk appetite’ or risk tolerance is defined in terms relevant to
the organisation.

* An overall information security strategy and programme for achieving acceptable
levels of risk exist.

* Mitigation objectives for identified significant risks are defined.

* Processes for management or reduction of adverse impacts exist.

* Systematic, continuous risk management processes exist.

* Trends of periodic risk assessment indicate progress towards defined goals.

* Impacts are reviewed for trends.

* A tested business continuity plan (BCP)/disaster recovery plan (DRP) exists.

» Complete asset valuation and assignment of ownership exist.

* Recovery time objectives (RTOs) for all critical systems are developed.



-
k

Guidanc

The key goal of
information security
is to reduce adverse

impacts on the

organisation to an
acceptable level
and ensure the
preservation of
the business.

» ‘ IMomaitﬁecurity Go :J ' !'

r Informatiol rity Managers

=

The key goal of information security is to reduce adverse impacts on the
organisation to an acceptable level and ensure the preservation of the
business. Therefore, key metrics are the extent and number of adverse
impacts of information security incidents experienced by the organisation.
An effective security programme will show a trend in impact reduction.
Quantitative measures can include trend analysis of impacts over time.

Value Delivery

Value delivery occurs when information security investments are optimised
in support of organisational objectives. Value delivery is a function of the
strategic alignment of the information security strategy and business
objectives—in other words, when a business case can be convincingly made
for all information security activities. Optimal investment levels arise when
strategic goals for information security are achieved, and an acceptable risk
posture is attained at the lowest possible cost.

Key indicators include:

* Information security activities are designed to achieve specific
strategic objectives.

* The cost of security is proportional to the value of assets.

* Information security resources are allocated by degree of assessed risk
and potential impact.

* Protection costs are aggregated as a function of revenues or asset valuation.

* Controls are designed well, based on defined control objectives, and are
fully utilised.

» The number of controls to achieve acceptable risk and impact levels is
adequate and appropriate.

* Control effectiveness is determined by periodic testing.

* Policies are in place that require all controls to be re-evaluated
periodically for cost, compliance and effectiveness.

Resource Management

Information security resource management is the term used to describe the
processes to plan, allocate and control information security resources,
including people, processes and technologies for improving the efficiency
and effectiveness of business solutions.

As with other organisational assets and resources, information security
resources must be managed properly. Knowledge must be captured,
disseminated and available when needed. Providing multiple solutions to
the same problem is obviously not efficient and indicates a lack of
resource management. Controls and processes must be standardised, when
possible, to reduce administrative and training costs. Problems and
solutions must be well documented, referenced and available.
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Indicators of effective resource management include:

* Problem recurrence is infrequent.

* Knowledge capture and dissemination are effective.

* Processes are standardised.

* Roles and responsibilities for information security functions are clearly defined.

* Information security functions are incorporated into every project plan.

* Information assets and related threats are covered by security resources.

* The appropriate location in the organisational structure, level of authority and number
of personnel for the information security function exist.

Performance Measurement

Measuring, monitoring and reporting on information security processes are requirements
to ensure that organisational objectives are achieved. The maxim states “you cannot
manage what you cannot measure’. Methods to monitor information security-related
events across the organisation must be developed, and metrics that provide an indication of
the performance of the security ‘machinery’ must be designed. The ideal of a ‘security
dashboard’ has not yet been realised, and most measures are indirect indicators of the state
of information security and performance of the information security programme.

Indicators of effective performance measurement may include the:

* Time it takes to detect and report information security-related incidents
* Number and frequency of subsequently discovered unreported incidents
* Benchmarks with comparable organisations for costs and effectiveness
* Ability to determine the effectiveness and efficiency of controls

* Clear indication that information security objectives are being met

» Absence of unexpected information security events

* Knowledge of impending threats

* Effective means of determining organisational vulnerabilities

* Methods of tracking evolving risks

* Consistency of log review practices

* Results of BCP/DRP tests

Assurance Process Integration (Convergence)
An area of emerging conceptual interest related to a suggested outcome of information
security governance is business process assurance or assurance integration.

Most organisations utilise numerous assurance processes in unintegrated ‘silos’. These
activities are often related to information security but operate more or less
independently. This lack of integration demonstrably and needlessly creates a number of
often unidentified risks that should be addressed. An approach to information security
governance that includes an effort to integrate these disparate assurance functions
should be considered to ensure that processes operate as intended from end to end,
thereby minimising hidden risks.
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In the past, management of the risk inherent in a business was a function
embedded within the individual roles of the ‘C-suite’. The traditional approach
was to treat individual risks separately and assign responsibility to an
individual or small team. Managing a singular kind of risk became a distinct
job, and performing that job well meant focusing exclusively on that one
particular area. The problem with this stovepiped approach is that it not only
ignores the interdependence of many business risks but also suboptimizes the
financing of total risk for an enterprise.

Breaking stovepipes and addressing the suboptimizing of investments requires
a new way of thinking about the problem. This new thinking brings together
the various stakeholders in the problem set to work closely together. A major
objective of this study is to understand how leading organizations bring
together diverse elements and get them to orient on a common objective.’

Indicators for integration of diverse security-related functions may include:

* No gaps exist in information asset protection.

» Unnecessary security overlaps are eliminated.

* Assurance activities are seamlessly integrated.

* Roles and responsibilities are well defined.

* Assurance providers understand their relationship to other assurance functions.
* All assurance functions are identified and considered in the strategy.

" Booz Allen Hamilton, ‘Convergence of Enterprise Security Organizations’, USA, 2005, page 3



IT Governance Institute | 27

1. Establishing Information Security Governance

The notion that information security governance is of sufficient importance to warrant
senior management attention is becoming more common in organisations. A 2006
ISACA survey indicated that 72 percent of the organisations surveyed had either
completed or initiated an information security governance programme. This same survey
demonstrated why information security governance is important, and the benefits that
can be obtained. In relation to strategic alignment, resource management, risk
management, performance measurement, value delivery and regulatory compliance,
those organisations that had implemented information security governance performed
markedly better than those who had not.*

For organisations with a robust, effective information security programme in place, a
significant amount of the work most likely has already been accomplished. The primary
efforts will be in developing a strategy and road map aligned with and supportive of the
organisation’s business objectives and attempting to integrate existing programmes into the
strategy.

For organisations in the initial phases of developing an information security programme,
implementing well-developed information security governance makes the information
security programme more effective. It can optimise alignment with and support of the
organisation’s business objectives.

An Information Security Strategy

There are many definitions of ‘strategy’. While they all point in the same direction, they
vary widely in scope, emphasis and detail. One representative statement of what is
required for an information security strategy is:

Corporate strategy is the pattern of decisions in a company that determines
and reveals its objectives, purposes, or goals, produces the principal policies
and plans for achieving those goals, and defines the range of business the
company is to pursue, the kind of economic and human organization it is or
intends to be, and the nature of the economic and non-economic contribution
it intends to make to its shareholders, employees, customers and communities.’

A recent report from McKinsey' poses the caution that often the ‘approach to strategy
involves the mistaken assumption that a predictable path to the future can be paved from
the experience of the past’. It goes on to suggest that strategic outcomes cannot be
predetermined, given today’s turbulent business environment.

* Pironti, John; ‘Information Security Governance: Motivations, Benefits and Outcomes’, Information Systems
Control Journal, vol. 4, ISACA, USA, 2006

°* Andrews, Kenneth; The Concept of Corporate Strategy, 2" Edition, Dow-Jones Irwin, USA, 1980

' McKinsey & Company, ‘Strategy: Executive Insight’, USA,
www.mckinsey.com/clientservice/strategy/insight.asp
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As a result, McKinsey proposes defining strategy as a ‘coherent and evolving portfolio
of initiatives to drive shareholder value and long-term performance’. This change in
thinking requires management to develop a ‘you are what you do’ perspective, as
opposed to ‘you are what you say’. In other words, companies are defined by the
initiatives they prioritise and drive, not merely by mission and vision statements.

According to the report, ‘Strategy approached in this way is by its very nature more
adaptive and less dependent upon big bets’. By creating a portfolio of initiatives around
a unifying theme and reinforcing it by branding, an engaging value proposition for
customers and solid operational skills, a company can successfully set the stage to drive
shareholder value.

Whichever definition or approach is appropriate to a particular organisation, the
implementation steps remain essentially the same. The ‘adaptive’ McKinsey model may
be more appropriate to organisations experiencing a great deal of change. The more
traditional model may achieve the same adaptability by increasing the monitoring of key
performance indicators and reviewing strategy suppositions more frequently.

The arguably more important criteria for good outcomes from a successful strategy are
strong, ongoing senior management leadership and their commitment to achieving
effective information security governance.

CIOs are coming to the conclusion that the biggest benefit of IT governance is that no
one has gone to prison yet. There is no doubt that complying with the US Sarbanes-
Oxley Act and keeping senior executives out of trouble are key drivers behind many IT
governance projects. Nevertheless, ‘the greatest operational payback often comes from
improving asset and resource management’, says Melinda Bailou, an analyst at IDC, an
IT research firm in Framingham, Massachusetts (USA). ‘There is a lot of politicisation
around resource allocation, with different groups vying for the same constrained
resources’, she explains. ‘Unfortunately, most organisations barely have an inventory of
their applications’."

' Hildreth, Sue; ‘IT Governance: Business in the Driver’s Seat’, Computerworid, 2005
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8. Information Security Objectives

The Goal
The first, and often surprisingly difficult, question that must be answered by an
organisation seeking to develop an information security strategy is, what is the goal?

While this seems a trivial question, most organisations fail to define the objectives of

information security with any specificity. This may be because it seems obvious that the

goal of information security is to protect the organisation’s information assets. However,

that answer assumes knowledge of two things:

* Information assets are known with a degree of precision, which for most organisations
is not the case.

* There is an accepted understanding of what it means ‘to protect’.

While the goal of information security is generally understood, it is considerably more
difficult to state which assets need how much protection against what. In part, this is
because organisations typically have little knowledge of what information exists within
the enterprise. There is generally no process to purge useless, outdated, or potentially
dangerous information, data or unused applications. It is extremely rare to find a
comprehensive catalogue or index of information or a process to define what is
important and what is not, or even who ‘owns’ it. As a result, everything typically gets
saved under the assumption that storage is cheaper than data classification, ownership
assignment and the identification of users. For large organisations, this can amount to
terabytes of useless data and literally thousands of outdated and unused applications
accumulated over decades.

This situation makes it difficult to devise a rational data protection plan since it arguably
makes little sense to expend resources protecting useless or dangerous data and
information or unused applications. Dangerous data in this context constitute
information that might be used to the detriment of the organisation, such as damaging
evidence obtained in litigation that could have been destroyed subject to a legal and
appropriate retention policy.

Classification and Valuation

Assuming current relevant information is located and identified, it must be catalogued or
classified as to criticality and sensitivity. A great deal of a typical organisation’s data and
information is neither critical nor sensitive and it is wasteful to expend substantial
resources to protect it. For many organisations, cataloguing and classifying information
may be a significant undertaking, and management may be reluctant to allocate the
resources necessary. However, it must be considered a crucial step in developing a
practical and useful information security strategy and a cost-effective security programme.
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Just as values are assigned to an organisation’s physical resources, values
must be assigned to information to prioritise budget-constrained protection
efforts and determine required levels of protection. Valuation of
information is, in most cases, difficult to do with any precision. For some
information, it can be the cost of creating or replacing it. In other cases,
information in the form of knowledge or trade secrets is difficult or
impossible to replace and may literally be priceless. It is obviously prudent
to provide excellent protection for ‘priceless’ information.

One approach that has been used is to create a few rough levels of value,
for example, from zero to five, with zero signifying no value and five
signifying a critical value. A zero value would be assigned where no owner
can be determined and no use has been evidenced for a period of time.
Information of zero value can be archived for a specified period, notices
can be sent to business owners and, if there are no objections, the zero
value information can be destroyed. Information deemed a five, or critical,
obviously becomes the priority for protection efforts.

Another approach that may be useful and substantially easier to perform

is a business dependency evaluation as an indication of value. This process
starts by defining critical business processes and then determines which
information is used and created. This provides a measure of the level of
criticality of information resources that can be used as a guide for
protection efforts.

Regardless of the methods used, the level of sensitivity must be defined at
the same time to determine a classification level needed to control access
and limit disclosure. Typically, most organisations use three or four
sensitivity classifications such as confidential, internal use and public.

For most organisations, asset classification poses a daunting task that must
be undertaken for existing information, if security governance is to be
effective and relevant. It is also a task that will grow exponentially more
onerous over time, unless addressed. Concurrently, policies, standards and
processes must be developed to mandate classification moving forward to
prevent the problem from getting worse.

In summary, it will not be possible to develop a cost-effective information
security strategy that is aligned with business requirements prior to:

* Determining the objectives of information security

* Locating and identifying information assets and resources

* Assigning value to information assets and resources

* Classifying information assets as to criticality and sensitivity
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Deferred Information Maintenance

Most organisations have taken years or decades to create terabytes of data, and the
problem of useless, outdated or dangerous information is unlikely to be resolved quickly.
However, delaying resolution will only compound the problem and increase the ultimate
cost. The deferred maintenance should be recorded as a liability on the books. Gartner
estimates that, within the next decade, businesses will need to deal with 30 times as
much information as they do now.

One approach to resolve the problem is to have the information security strategy include
the goal of clearing out the ‘information attic’ over time. In conjunction with this goal,
the strategy should set the additional goal of not compounding the problem by allowing
these practices, or lack of them, to continue. This includes creating and implementing
information ownership policies as well as data retention and destruction policies.

From the perspective of making a business case for getting data under control, it may be
useful to realise that a number of organisations have suffered significant financial losses
in the course of legal actions when the opposing side located incriminating e-mails and
other data that should have been subject to a data destruction policy.
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9. Strategy

Defining Objectives

If an information security strategy is the basis for a plan of action to
achieve security objectives, it obviously is necessary to define those
objectives. Defining long-term objectives in terms of a ‘desired state’ of
security is necessary for a number of reasons. Without a well-articulated
vision of desired outcomes for an information security programme, it will
not be possible to develop a meaningful strategy. It is axiomatic that if you
do not know where you are going, you cannot find a way to get there and
will not know if you have arrived.

Without a strategy, it also is not possible to develop a meaningful plan of
action and the organisation will continue to implement ad hoc tactical
point solutions. As a result, there is no way to provide overall integration,
and the resulting unintegrated systems will become increasingly difficult to
manage, more costly, and difficult or impossible to secure.

Unfortunately, many organisations do not allocate adequate resources to

address these issues until a major incident occurs. Experience shows that
these incidents often end up far more costly than addressing them would
have been.

Many business objectives related to information protection are stated in
terms of mitigating or managing risks. Information security strategy
objectives should also be stated in terms of specific goals directly aimed at
supporting business activities. Some risk mitigation will apply to the
organisation generally, such as virus and other malware protection. Such
protection is usually not considered a specific business enabler; rather, it
supports the overall health of the organisation by reducing adverse impacts
that hinder business.

A review of the organisation’s strategic business plan is likely to uncover
opportunities for information security activities to be directly supportive
of, or to enable, a particular avenue of business. For example, the
implementation of a public key infrastructure (PKI) can enable high-value
transactions with trusted trading partners or customers. Deploying virtual
private networks (VPNs) may provide the sales force with secure remote
connectivity, enabling improved performance. In other words, information
security can enable business activities that would otherwise be too risky to
undertake or, as more frequently happens, are undertaken with the hope
that nothing goes wrong.
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Developing and maintaining an information security strategy is essential to the
success of your program. This strategy serves as the road map for establishing
your program and adapting it to future challenges. By following a consistent
methodology for developing your strategy, you are more likely to achieve high-
quality results during the process and complete the project in a timely manner."

Security’s rising profile is encouraging. According to the global State of
Information Security Study 2007 conducted by PricewaterhouseCoopers and
CSO and CIO magazines, 57 percent of respondents now say that their
organization has an overall security strategy in place. This is up from 37
percent in 2006.”

The Desired State
The term ‘desired state’ is used to denote a complete snapshot of all relevant conditions
at a particular point in time. This includes people, processes and technologies.

Defining a ‘state of security’ in purely quantitative terms is not possible. Consequently,
a ‘desired state of security’ must be defined qualitatively in terms of attributes,
characteristics and outcomes. It can include high-level objectives such as:

Protecting the interests of those relying on information, and the systems and
communications that deliver the information, from harm resulting from
failures of availability, confidentiality and integrity."

Qualitative elements such as desired outcomes should be defined as precisely as
possible to provide guidance to strategy development. For example, if specific
regulatory compliance is a desired outcome, a significant number of technical and
process requirements become apparent.

If characteristics include a non-threatening compliance enforcement approach consistent
with the organisation’s culture, strategy development will define limits on the types of
enforcement methods to consider.

A number of useful approaches are available to provide a framework to achieve a
well-defined desired state for security. These, and perhaps others, should be evaluated to
determine which provides the best form, fit and function for the organisation. It may be
useful to combine several different frameworks to provide a multidimensional view into
the desired state.

Several of the most accepted approaches are described briefly in the following sections.

12 Mather, Tim; Mark Egan; Developing Your Information Security Program, Prentice Hall PTR, USA,
10 December 2004, www.phptr.com/index.asp?rl=1

% CIO, CSO and PricewaterhouseCoopers, op. cit.

“IT Governance Institute, op. cit., COBIT Security Baseline
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CosIT

CoBIT defines 34 processes for information and the technology that supports it. The
processes are divided into four domains: Plan and Organise, Acquire and Implement,
Deliver and Support, and Monitor and Evaluate. Although there is a specific focus on
information technology, the elements are generally relevant to information security
governance and should be considered a powerful approach.

ITGI and CoBIT Maturity Scale

The desired state of security may also be defined as achieving a specific level in the
maturity scale. It consists of grading each defined area of security on a scale of zero to
five based on the ‘maturity’ of processes. This approach is presented in detail in appendix
B, Self-assessment and maturity model. The maturity levels are described in figure 3.

Figure 3—ITGI and CosIT Maturity Scale

Maturity Level | Description
0 Non-existent—No recognition by organisation of need for security
1 Initial/ad hoc—Risks considered on an ad hoc basis; no formal processes
2 Repeatable but intuitive—Emerging understanding of risk and need for security
3 Defined process—Company-wide risk management policy/security awareness
4 Managed and measurable—Risk assessment standard procedure; roles and
responsibilities assigned; policies and standards in place
5 Optimised—~Organisation-wide processes implemented, monitored and managed

Balanced Scorecard

As shown in figure 4, the balanced scorecard (BSC) uses four perspectives. The BSC
develops metrics, collects data and analyses the data relative to each of these perspectives:
* Learning and growth

* Business process

* Financial

* Customer

The balanced scorecard is a management system (not only a measurement
system) that enables organizations to clarify their vision and strategy and
translate them into action. It provides feedback around both the internal
business processes and external outcomes in order to continuously improve
strategic performance and results. When fully deployed, the balanced
scorecard transforms strategic planning from an academic exercise into the
nerve center of an enterprise."

Sherwood Applied Business Security Architecture

The key to success in the Sherwood Applied Business Security Architecture (SABSA®)
methodology is to be business-driven and business-focused. The business strategy,
objectives, relationships, risks, constraints and enablers tell much about what sort of
security architecture the organisation needs. This analysis and the description of the
business itself are called the contextual security architecture.

'S Balanced Scorecard Institute, Washington DC, USA, http.//balancedscorecard.org/basics/bscl.html
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Figure 4—Balanced Scorecard Perspectives'
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Reprinted with permission from the Balanced Scorecard Institute and Pavel Arveson

As shown in figure 5, SABSA uses a matrix of business drivers and attributes to
describe the objectives of security from an architectural perspective. Architecture should
be an expression of strategy and, therefore, the attributes apply to both. This approach
also emphasises traceability from strategy through execution.

ISO/IEC 27002

To ensure that all relevant elements of information security are addressed in an
organisational security strategy, the 11 areas of ISO/IEC 27002 can provide a useful
framework to gauge comprehensiveness. Similarly, policies and standards must be
created that can track directly to each element of the standard.

The 11 major headings of ISO/IEC 27002 are:
* Information security policy

* Organising information security

* Asset management

* Human resources (HR) security

* Physical and environmental security

» Communications and operations management

¢ Ibid.
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Figure 5—SABSA Matrix

Assets | Motivation Process People Location Time
(What) (Why) (How) (Who) (Where) (When)
" " Business - Business
The Business Business S Business X
Contextual - : organisation and time
business risk model process model refationships geography dependencies
Business Control Security strategies | Security entity Security Security-related
Conceptual | attributes objectives and architectural | model and domain lifetimes and
profile layering trust framework | model deadlines
Business ; . Entity schema Security domain Security
Logical information ggﬁggg’ g:rcvl:gg and privilege definitions and processing
model profiles associations cycle
Business Security rules, Security Users, Platform Control
Physical data practices and | o voanieme applications and | and network structure
model procedures the user interface | infrastructure execution
Detailed Secu Security |dentities, Processes, Security step
Component | data ecudntyd products functions, actions | nodes, addresses | timing and
structures | Standards and tools and ACLs* and protocols sequencing
Assurance of | Operational Security service | Application and Security of Security
Operational operational risk management user management | sites, networks operations
continuity management | and support and support and platforms schedule
*Access control lists
© 1995 to 2008 Sherwood Applied Business Security Architecture. All rights reserved. Used with permission.

* Access control
* Information systems acquisition, development and maintenance
* Information security incident management

* Business continuity management
» Compliance

Other Approaches
Other approaches and methods exist that may be useful, such as some of the other ISO
standards on quality (9001-2000), publications from NIST, the ISE, US Federal
Information Security Management Act (FISMA), and IDEAL from the Software
Engineering Institute (SEI) of Carnegie Mellon University. Some of these approaches
and methods focus more on management processes than on strategic information
security objectives, although a valid argument could be made that if the objective of a
security strategy is to fully implement relevant components of ISO/IEC 27002, all
security requirements are likely to have been met. That would likely be a needlessly
expensive approach and the standard itself suggests that it be carefully tailored to the

specific requirements of the adopting organisation. Other methodologies will
undoubtedly emerge in the future that may prove more effective than the ones
mentioned. Those outlined are not meant to constitute an exhaustive list; they are merely
some of the more widely accepted approaches used to arrive at well-defined information
security objectives.
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It may be useful to employ a combination of methods to describe the
desired state to assist in communications with others and as a way to cross-
check the objectives to ascertain that all relevant elements are considered.
For example, a combination of CoBIT control objectives, CMM, BSC and
SABSA would make a powerful combination. While it may seem like
overkill, each approach presents a different viewpoint. In combination,
they are likely to ensure that no significant aspect is overlooked. Since it is
unlikely that an effective security programme will evolve from a faulty
strategy, this may be a prudent approach.

Risk Objectives

A major input into defining the desired state is the organisation’s approach
to risk and its risk appetite, that is, what management considers acceptable
risk. It is vital to define acceptable risk, although often difficult to do
without thorough consideration. This is, however, another critical step,
since defined acceptable risk will evolve into the control objectives or
other risk mitigation measures employed. Control objectives will, in turn,
be instrumental in determining the type, nature and extent of controls and
countermeasures the organisation will employ to manage risk.

It must be remembered that risk is a complex subject and often difficult to
ascertain with precision.

Operational risk management is a trade-off—if there is a risk
associated with taking a particular course of action, there is
also a risk of not doing so. Furthermore, individual risks interact
in complex ways, and if you mitigate one risk you almost
certainly increase at least one other risk in response.

Risks always carry a cost, whether controlled or not. Risk cost
can be expressed as annual loss expectancy (ALE). ALE is
calculated as the amount of potential loss times the likelihood of
occurrence. [ALE will equal the (cost of controls) + (residual
risk cost X likelihood).] Figure 6 illustrates the balance of the
cost of controls against the cost of losses."

Number of Controls

One way to approach the acceptable-risk question is to develop RTOs for
critical business systems. A broad-brush approach may provide input
needed for strategy development. This can be an informal determination by
business process owners of the amount of time critical systems can be
inoperative without serious business consequences. This, in turn, will
provide the basis for approximating costs of achieving the desired recovery
times. If this estimate is considered too costly, iteration of the process will
arrive at an acceptable recovery time at an acceptable cost. This, then, may
be considered the acceptable risk at an acceptable cost.

It is unlikely that
an effective
information security
programme will
devolve from a
faulty strategy.

'7 Sherwood, John; Andrew Clark; David Lynas; SABSA Enterprise Security Architecture, CMP, USA, 2005
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Figure 6—Optimising Risk Costs

Cost .
:’f Total Risk-
: related Costs
Cost of Losses
v
Cost of Controls
Level of Control
© 2005 Sherwood Applied Business Security Architecture. All rights reserved. Used with permission

Developing most elements of the right strategy objectives requires an iterative approach
based on analysis of costs, to achieve the desired state and achieve acceptable risk
levels. It is likely that lowering the level of acceptable risk will be more costly, but that
is not always the case. The approaches used in treating risk and achieving the desired
state will have a significant bearing on the costs of implementing and maintaining the
information security programme.

For example, some risks may exist because of certain practices that are not necessary or
useful to the organisation or are, in fact, detrimental to its operation. This could include
practices that might be considered discriminatory or contrary to law and pose the risk of
a lawsuit—practices that, when examined, may be determined to have resulted from
outmoded attitudes or approaches that could have been changed at low cost, resulting in
elimination or mitigation of the risk. In other words, the approach to addressing or
treating specific risks will have a significant impact on costs.

From a strategy point of view, all options for treating risks should be considered. These
include controls and countermeasures, changes in risky behaviours, transferring risks
where appropriate, and accepting certain risks. It must be understood that technical
controls (e.g., firewalls, IDSs) are merely one dimension to be considered. Physical,
process, and procedural controls or countermeasures may be more effective and less
costly. In most organisations, process risks pose the greatest hazard. Failures of
process are inevitably failures of management and normally cannot be addressed by
technical means.
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Once risk objectives have been defined, there are a number of ways to architect
solutions that will vary significantly in cost and complexity. Whichever process is used,
the requirement is to define in meaningful, concrete terms the desired overall state of
security at some future point. The desired state must be meaningful and concrete in the
sense that the process is reasonable and can be achieved and effectively monitored, and
progress and the results can be measured in a useful way.

Current State of Security

A current-state evaluation of information security must also be determined using the
same methodologies or combination of methodologies employed to determine strategy
objectives, or desired state. In other words, whichever combination of CoBIT, CMM,
BSC, etc., is used to define the desired state must also be used to determine the current
state. This will provide an apples-to-apples comparison between the two, providing the
basis for a gap analysis, which will delineate what is needed to achieve the objectives.

Using these same methodologies periodically will also provide the metrics on progress
toward meeting the objectives as well as an information security baseline. As has been
stated previously, one cannot manage what one cannot measure.

The current state of risk must also be assessed through a comprehensive risk
assessment. Just as risk objectives must be determined as a part of the desired state, the
current state of risk must be determined to provide the basis for a gap analysis that
addresses risks by the strategy and the extent. A full risk assessment includes threat and
vulnerability analysis, which individually provides useful information in building a
strategy as well. Since risks can be addressed in different ways—such as altering risky
behaviour, developing countermeasures to threats, reducing vulnerabilities or developing
controls—this information will provide the basis for determining the most cost-effective
strategy to address risks. Additional periodic assessments likewise will provide the
needed metrics to determine progress.

The current-state evaluation should also include a thorough business impact analysis
(BIA) to help round out the current-state picture. Since the ultimate objective of
information security is to provide business process assurance and minimise the impacts
of adverse events, an impact analysis provides some of the information needed to
develop an effective strategy. The difference between acceptable levels of impact and the
current level of potential impacts must be addressed by the strategy.
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10. The Strategy

Re-engineering
a process can
mitigate or
eliminate a
risk without
the need
for controls.

Information is
an asset to an
organisation only
to the extent
that it supports
the business
objectives.

The original meaning of ‘strategy’, a military term, is the plan to achieve
an objective. For the purpose of implementing an information security
programme strategy, this is a straightforward working definition. At this
juncture, the current state and the desired state of security have been
determined using one or more methodologies. The desired state has been
defined by attributes and characteristics. Current risk has been assessed
and an approach to determine acceptable risk, or desired state of risk, has
been defined. In other words, the information security programme
objectives can now be coupled with available processes, methods, tools and
techniques to create the means to construct an information security
programme strategy.

A good information security strategy should address and mitigate risks while
complying with the legal, contractual and statutory requirements of the
business; provide demonstrable support for the business objectives of the
organisation; and maximise value to the stakeholders. The strategy should
provide a sound basis for resource allocation and address how the
organisation will embed good security practices into every business process
and area of the enterprise. Often, those responsible for developing an
information security strategy think in terms of controls as the means to
establish security. Controls, while important, are not the only element
available to the strategist. Countermeasures may, in many cases, be a more
cost-effective treatment. In some cases, re-engineering a process can
mitigate or eliminate a risk without the need for controls. Potential impacts
may be reduced by architectural modifications rather than controls. It
should also be considered that, in some cases, mitigating risks can reduce
opportunities to the extent of being counterproductive.

Ultimately, the goal of information security is business process assurance,
regardless of the business. While the business of a government agency may
not result directly in profits, it is, nevertheless, in the business of providing
cost-effective services to its constituency and must protect the assets for
which it has custodial care. Whatever the business, its primary operational
goal is to maximise the success of business processes and minimise
impediments to those processes.
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Some might argue that the primary goal of information security is to protect information
assets. However, information is an asset only insofar as it supports the primary purpose
of the business, generating revenues (or cost-effective services) through value-add
processes. All other information is, to some extent, a liability. As some organisations
have discovered, information that should have been subject to a retention and destruction
policy turned out to be a major liability when incriminating e-mails were discovered by
the opposition in a lawsuit. Even if not incriminating, useless data consume resources
and are a liability.

Elements of a Strategy

What should go into an information security strategy? The starting point and the
destination have been defined. The next consideration must be what resources are
available and what constraints must be considered when developing the road map. The
resources are the mechanisms that will be used to achieve various parts of the strategy.

The available resources need to be enumerated and considered. They typically include:
* Policies

* Standards

* Processes

* Methods

* Controls

* Technologies

* People

* Skills

* Training

* Education

* Other organisational support and assurance providers

There will also be constraints to a strategy and subsequent action plan. Constraints
typically include:

* Law—Legal and regulatory requirements

* Physical—Capacity, space and environmental constraints

* Ethics—Appropriate, reasonable and customary

* Culture—Both inside and outside the organisation

* Costs—Time and money

* Personnel—Resistance to change; resentment against new constraints
* Resources—Capital, technology and people

« Capabilities—Knowledge, training, skills and expertise

* Time—Window of opportunity; mandated compliance

* Risk tolerance—Threats, vulnerabilities and impacts
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Some of the constraints, such as ethics and culture, may have been dealt with in developing
the desired state. Others may arise as a consequence of developing the road map and
action plan.

The typical road map to achieve a defined, secure desired state includes numerous
people, processes and technologies. The interaction and relationships amongst these
elements are likely to be complex. As a consequence, it is prudent to consider the initial
stages of developing a security architecture. A method of developing an architecture
such as SABSA, mentioned previously, can provide a structured approach to defining
resource relationships and process flows. It can help ensure that contextual and
conceptual elements such as business drivers and consequences are considered in the
strategy development stage.

It is likely a misnomer to state that there will be a single strategy. Rather, there may be a
variety of connected strategies required to achieve various objectives that cumulatively
result in attaining the desired state of information security over time.

Achieving the desired state will be a long-term project or series of projects. Like most
large, complex projects, it will be necessary to break it down into a series of shorter-
term projects that can be accomplished in a reasonable time period, given the inevitable
resource constraints. The entire road map can, and should, be charted with the
understanding that there is no steady state for information security and some objectives
will need to be modified over time. Some objectives, such as attaining a particular
maturity level, re-engineering high-risk processes or achieving specific control
objectives, may not require modification.

Shorter-term projects aligned with the long-range objectives serve to provide
checkpoints and opportunities for corrections. They also provide metrics to validate the
overall strategy.

For example, one long-term objective defined in the strategy may be data classification
according to sensitivity and criticality. Because of the sheer magnitude of the effort
required for this in a large organisation, it is likely to require a number of years to
accomplish. The strategy to achieve this goal may be to determine that a certain
percentage will be targeted for completion each fiscal year, utilising a variety of
tactical approaches.

A second component of the strategy may be to create policies and standards that
preclude the practices that originally gave rise to the problem, so it does not get worse
while the remediation process is underway.

Development of a strategy to achieve long-term objectives and the road map to get
there, coupled with shorter-term intermediate goals, will provide the basis for sound
policy and standards development in support of the effort.
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Gap Analysis—Basis for an Action Plan

Establishing a strategy will require one or more actions, projects or plans. An analysis of
the gap between the current state and the desired state for each defined metric will identify
the requirements and priorities for a plan of action. Gap analysis will be required for
various components of the strategy previously discussed, such as maturity levels, control
objectives, and risk and impact objectives. This exercise may need to be repeated annually,
or more frequently, to provide performance and goal metrics and information on possible
corrections needed in response to changing environments or other factors. A typical
approach to gap analysis is to work backward from the end point to the current state and
determine the intermediate steps needed to accomplish the objectives.
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11. Action Plan

One of the most important aspects of the action plan to execute the strategy is to create
or modify policies and standards as needed. Policies are the constitution of governance;
standards are the law. Policies must capture the intent, expectation and direction of
management. As a strategy evolves, it is vital that supporting policies be developed to
articulate the strategy. For example, if the objective is to become ISO/IEC 27001-
compliant over a three-year period, the strategy must consider which elements are
addressed first, what resources are allocated, how the elements of the standard can be
accomplished, etc. The road map will show the steps and the sequence, dependencies
and milestones. The action plan is essentially a project plan to implement the strategy
following the road map.

If the objective is ISO/IEC 27001 certification, each of the relevant 11 domains and
major subsections must be the subject of a policy. In practice, this can be effectively
accomplished with specific policies. Each policy is likely to have a number of
supporting standards, typically divided by security domains. In other words, a set

of standards for a high-security domain is more stringent than the standards for a
low-security domain. Other standards may need to be developed for different business
units depending on their activities and regulatory requirements.

Since policies are the primary instrument of governance, it is important that clarity and
a consistent set of definitions be used in their creation. One of the first standards that
should be considered is the standard for policies and standards. The next section details
ISACA’s definitions of policy, standards, procedures and guidelines, as used in this
publication.

Policies

There is a broad range of interpretation of policy, standards, procedures and guidelines.

The definitions used in this document are consistent with the definitions provided by

major standards bodies and should be adopted to preclude miscommunication. Policies

and standards are considered tools of governance and management, respectively;
procedures and guidelines are primarily the purview of operations. Obviously, there are
procedures and guidelines for security ‘operations’ as well as other management
functions. In this document, the following definitions are used:

* Policies—High-level statements of management intent, expectations and direction. An
example of a policy statement on access control is: ‘Information resources shall be
controlled in a manner that effectively prevents unauthorised access’. Policy can be
considered the ‘constitution’ of security governance.

* Standards—Metrics, allowable boundaries or the process used to determine whether
procedures meet policy requirements. An example of a standard for passwords used for
access control is: ‘Passwords for medium- and low-security domains must be
comprised of no fewer than eight characters consisting of a mixture of upper- and
lower-case letters, at least one number and one punctuation mark’.
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The standard for access control for employees on the premises can include password
composition requirements, minimum and maximum password length, frequency of
password changes, and rules for reuse. Generally, a standard must provide sufficient
parameters or boundaries that a procedure or practice can be unambiguously
determined to meet the requirements of the relevant policy. Standards must change as
requirements and technologies change. Policies in a mature organisation can, for the
most part, remain fairly static. Multiple standards usually exist for each policy,
depending on the security domain, e.g., the password standard would be more
restrictive when accessing high-security domains.

Procedures—The portion of an information security policy that states the general
process that will be performed to accomplish a security goal. Procedures can be the
responsibility of operations but can also include security-specific activities intended to
support operational aspects of the information security programme. Procedures must
be unambiguous and include all necessary steps needed to accomplish specific tasks.
Procedures must define expected outcomes and displays as well as dependencies and
conditions required for execution. Procedures must also contain the steps required
when unexpected results occur. Procedures must be clear and unambiguous and terms
must be exact. For example, the words ‘must’, ‘shall’ and ‘will” shall be used for any
task that is mandatory. The word ‘should’ must be used only to mean a preferred action
that is not mandatory. The terms ‘may’ or ‘can’ must be used only to denote a purely
discretionary action. Procedures for passwords should include the detailed steps
required for setting up password accounts and for changing or resetting passwords.
Guidelines—A description of a particular way of accomplishing something that is less
prescriptive than a procedure. Guidelines are often the responsibility of operations but
can also be used within business units to provide guidance for management, who is
defining department-specific procedures. Guidelines should contain information that
will be helpful in executing procedures. Information can include suggestions and
examples, narrative clarifying the procedures, useful background information, and
tools.

The completed strategy provides the basis for creation or modification of existing
policies. The policies should be directly traceable to strategy elements. If the policies are
not traceable to strategy, either the strategy is incomplete or the policy is incorrect.
Obviously, a policy that contradicts the strategy will be counterproductive. The strategy
is the statement of intent, expectations and direction of management. The policies must,
in turn, be consistent with and support the intent and direction of the strategy.

Most organisations today have some information security policies. Typically, they have
evolved over time, usually in response to a security problem or regulation, and are often
inconsistent and sometimes contradictory. These policies generally have no relationship to
an information security strategy (if one exists) and only a coincidental relationship to
business activities.
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Policies are one of the primary elements of governance. They must be properly created,
accepted and validated by the board and executive management, and communicated
broadly throughout the organisation. There may be occasions that subpolicies must be
created to address unique situations separate from the bulk of the organisation. An
example is a part of the organisation that is performing highly classified military work.
Policies that reflect the specific security requirements for classified defence work may
exist as a separate set.

There are several attributes of good policies that should be considered:

* Information security policies should be an articulation of a well-defined information
security strategy and capture the intent, expectations and direction of management.

* Each policy should state only one general security mandate.

* Policies must be clear and easily understood by all affected parties.

* Policies should rarely be more than a few sentences long.

Most organisations have created information security policies prior to developing an
information security strategy. Indeed, most organisations still have not developed an
information security strategy. In many cases, policy development has not followed the
approach defined here and has been ad hoc in a variety of formats. Often, these policies
have been written to include standards and procedures in lengthy, detailed documents
compiled in large, dusty volumes relegated to the stockroom.

In many cases, especially in smaller organisations, effective practices have been
developed that may not be reflected in written policies. Existing practices that
adequately address security requirements may usefully serve as the basis for policy and
standards development. This approach will minimise organisational disruptions,
facilitate communications of new policies, and quell resistance to new or unfamiliar
constraints.

Standards

Standards are a powerful information security management tool. They set the permissible
bounds for procedures and practices of technology and systems and for people and events.
Properly implemented, they are the law to policy’s constitution. They provide the measuring
stick for policy compliance and a sound basis for audits. They govern the creation of
procedures and guidelines.

Standards serve to create information security baselines, i.e., the minimum level of
security across the enterprise. It is, therefore, important that all information security
policies be expressed through a complete set of standards to ensure there are no
significant gaps or ‘weak links’.

Regular, systematic standards, compliance monitoring and enforcement processes are
critical to ensure that the intentions of policies are met, and should themselves be the
subject of a set of policies and standards.
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Standards are the predominant tool for establishing effective information security
governance and must be ‘owned’ by the information security manager. They must be
carefully crafted to provide only necessary and meaningful boundaries without
unnecessarily restricting operations or procedural options. Standards serve to interpret
policies and define the limits of acceptability that will satisfy the policy requirements.
Therefore, it is important that they reflect the intent of policy. Standards must be
unambiguous, consistent and precise as to scope and audience.

There may be more than one standard per policy, divided by security domain and
operational levels. For example, the access control standards for high-security domains
will be more stringent than those for public areas or low-security domains. Standards for
supervision and management functions will be different from those for operational
activities.

Specific technical standards will exist for critical IT operations such as firewall and server
configurations. These may be developed as a subset under a general configuration standard
that specifies adherence to a particular set of protocols developed by the manufacturer,
standards bodies or other organisations. For example, the Australian IT security
organisation, AusCERT, has developed comprehensive UNIX server hardening
configurations that could be mandated by the organisation’s general configuration standard.
Internal security audit standards may be developed specifying the type, nature and scope of
audits required under compliance standards.

Standards should also exist for the creation of standards and policies, including format,
content and required approvals.

Once created, standards must be disseminated to those governed by them as well as
those impacted. Regular review and modification processes also must be developed
since standards must be changed in response to changing circumstances such as new
threats, environmental changes or revised baselines.

Exception processes must be developed for standards not readily attainable for
technological or other reasons. A process for implementing compensatory controls must
also be developed for out-of-compliance situations.
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12. Action Plan Intermediate Goals

For most organisations, a variety of specific near-term tactical goals that align with the

overall information security strategy can be defined readily. If the objectives of the

security strategy ultimately require compliance with defined portions of ISO/IEC 27002,

an example of a near-term action (or tactical) plan may state, for the first 12 months:

* Assign each business unit to identify current applications in use and their criticality
and sensitivity

» Review 25 percent of stored information to determine ownership, criticality and sensitivity

* Assign each business unit to complete a BIA to identify critical resources

* Develop metrics and a reporting system tied to business objectives

* Define and document all security roles and responsibilities

* Develop a process to ensure business process linkages

* Perform a comprehensive risk assessment for each business unit

* Educate all users on the acceptable use policy

» Review all policies for strategic alignment and revise as necessary

* Develop standards for all policies for each business unit

Near-term goals and milestones will be required as part of the action plans. However, all the
desired state objectives should be defined for the long term to maximise potential synergies
and ensure that no short- or intermediate-term action plans ultimately fail to align with end
goals. For example, a tactical solution that needs to be replaced, because it does not
integrate into the overall plan, is likely to be more costly than one that does integrate.

It is important that the strategy and long-range plan serve to integrate near-term tactical
activities. This will counter the tendency to implement tactical point solutions that are
typical of the fire-fighting/crisis mode of operation in which many security departments
find themselves. As many information security managers have discovered, numerous
unintegrated solutions implemented in response to a series of crises over a period of
years become increasingly costly and difficult to manage.

Action Plan Metrics

The plan of action to implement the strategy will require methods to monitor and
measure progress and the achievement of milestones. As with any project plan, progress
and costs must be monitored on an ongoing basis to determine conformance with the
plan and to implement corrections on a timely basis. There are likely to be a variety of
near-term goals, each requiring resources and a plan of action to achieve it.

There are many approaches that can be used for ongoing monitoring and measurement
of progress. One or more of the methods used to determine current state can be used on
a regular basis to determine and chart how it changes. For example, a BSC might be
used effectively by itself as an ongoing means of tracking progress. Another commonly
used approach is to utilise the CMM to define the current state and the objectives.
CMM is a straightforward approach that is easily implemented and used extensively by
CoBIT, and provides a basis for performing ongoing gap analysis to determine progress
toward achieving the goals.
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In addition, however, each plan of action will benefit from an appropriate set of KPIs,
defining critical success factors (CSFs) and setting KGIs.

Example

For example, the plan of action to achieve regulatory compliance for Sarbanes-Oxley

may require, amongst other inputs:

* A detailed analysis by competent legal personnel to determine regulatory requirements
for affected business units

* Knowledge of the current state of compliance

* Definition of the required state of compliance

Possible monitoring and metrics might include the following:
* KGIs—Defining clear objectives and achieving consensus on the goals are essential to
developing meaningful metrics. For this particular plan, the key goals could include:
— Achieving Sarbanes-Oxley controls testing compliance mandates
— Completing independent controls testing, compliance validation and attestation
— Preparing a required statement of control effectiveness

Sarbanes-Oxley requires that, for organisations publicly traded in the US, all financial
controls be tested for effectiveness within 90 days of reporting. The results of testing
must be signed by the CEO and CFO, and be attested to by the organisation’s auditors.
The results then must be included in the organisation’s public filings to the US
Securities Exchange Commission (SEC).

CSFs—To achieve Sarbanes-Oxley compliance, certain steps must be accomplished to
achieve the required objectives:

— Identifying, categorising and defining controls

— Defining appropriate tests to determine effectiveness

— Committing resources to accomplish required testing

Large organisations may have hundreds (or more) of controls that usually have been
developed over a period of time. In many cases, these controls are ad hoc and have not
been subject to formal processes. It is necessary to identify control processes,
procedures, structures and technologies so that an appropriate testing regime can be
developed. Determining the necessary resources and testing procedures is critical to
accomplish the required tests.

KPIs:

— Control effectiveness testing plans

— Progress in control effectiveness testing

— Results of testing control effectiveness

For management to track progress in the testing effort, appropriate testing plans must
be developed, consistent with the defined goals and encompassing the CSFs. Because
of the limited time (90 days) available to perform the required tests, management
needs reports on the progress and results of testing.
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General Metrics Considerations

Considerations for information security metrics include ensuring the relevance of what
is being measured. Because information security is difficult to measure in any objective
sense, relatively meaningless metrics are often used simply because they are readily
available. Different metrics will be more or less useful for different parts of the
organisation and should be determined in collaboration with business process owners.

Senior management typically is not interested in detailed technical metrics such as the
number of virus attacks thwarted or passwords reset. While these may be of significance
to the IT security manager, senior management typically wants a summary or ‘roll up’ of
information important from a management perspective—information that typically
excludes detailed technical data. This summary may include:

* Progress according to plan and budget

* Significant changes in risk and possible impacts to business objectives

* Results of disaster recovery testing

* Audit results

* Regulatory compliance status

The information security manager may want more detailed information, including such
data as:

* Policy compliance metrics

* Significant process, system or other changes that may affect risk profile

* Patch management status

» Exceptions and variances to policy or standards

In organisations that have an IT security manager, it is likely that all available technical
security data can be useful. These data may include:

* Vulnerability scan results

* Server configuration standards compliance

* IDS monitoring results

* Firewall log analysis

Summary

Useful information security metrics are often difficult to design and implement. Since a
standard predictive security yardstick does not exist, most measures are just indicative of
possible risks and potential impacts.

The lack of predictive value often results in the collection of vast amounts of data to try
to ensure nothing significant is overlooked. The result can be that the sheer volume of
data makes it difficult to see the big picture, and efforts should be made to develop
processes to distil data into useful information. A collaborative effort with various
constituencies may help determine which security information is useful and what it
means.
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The focus is often on IT vulnerabilities, regardless of whether a threat exists or the
potential impact is significant. Simply knowing the number of open vulnerabilities
provides no information on risk, threats or impacts, and, by itself, is of little use.

Improvements in overall monitoring can be achieved by careful analysis of available
metrics to determine their relevancy. For example, it may be interesting to know how
many packets were dropped by the firewalls, but this sheds little light on risks to or
potential impacts on the organisation. It may be useful to the IT department, but it is of
no value to information security management. On the other hand, knowing the amount
of time it takes to recover critical services after a major incident is likely to be extremely
useful to all parties.

Metrics design and monitoring activities should take into consideration:
* What is important to information security operations

* The requirements of IT security management

* The needs of business process owners

* The requirements of senior management

Communication with each constituency may be helpful in determining the kinds of
information security reports that would be useful. Reporting processes then can be devised
to provide each group with the security information it requires.
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13. Establishing Information Security Governance: An Example Using the ITGI and
CosiT Maturity Scale

This chapter demonstrates an approach to establishing information security governance
utilising the ITGI and CoBIT maturity scale to define objectives (KGIs), determine a
strategy and measure progress.

See appendix B, Self-assessment and Monitoring Model, for the six stages of the ITGI
and CoBIT maturity scale.

As an example, attaining a level 4 is a typical organisational goal and may comprise a
statement of the objectives of information security, or the desired state.

These statements may not serve to delineate all attributes and characteristics of the
desired state of information security; additional elements may need to be added.
However, the statements do provide the required basics and an adequate description of
the desired state of security for most organisations.

Level 4, managed and measurable:'®

* The assessment of risk is a standard procedure, and exceptions to following the
procedure would be noticed by IT management. It is likely that IT risk management is
a defined management function with senior-level responsibility. Senior management
and IT management have determined the levels of risk that the organisation will
tolerate and have standard measures for risk/return ratios.

* Responsibilities for information security are clearly assigned, managed and enforced.
Information security risk and impact analysis is consistently performed. Security
policies and practices are completed, with specific security baselines. Security
awareness briefings have become mandatory. User identification, authentication and
authorisation are standardised. Security certification of staff is established. Intrusion
testing is a standard and formalised process leading to improvements. Cost-benefit
analysis supporting the implementation of security measures is increasingly being
utilised. Information security processes are co-ordinated with the overall organisation
security function. Information security reporting is linked to business objectives.

* Responsibilities and standards for continuous service are enforced. System redundancy
practices, including use of high-availability components, are consistently deployed.

Breaking out the individual elements of level 4 for information security generates the

following list:

* The assessment of risk is a standard procedure and exceptions to following the
procedure would be noticed by information security management.

* Information security risk management is a defined management function with
senior-level responsibility.

* Senior management and information security management have determined the levels
of risk the organisation will tolerate and have standard measures for risk/return ratios.

" IT Governance Institute, op. cit., Information Security Governance: Guidance for Boards of Directors and
Executive Management, 2" Edition
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* Responsibilities for information security are clearly assigned, managed and enforced.

* Information security risk and impact analysis is consistently performed.

* Security policies and practices are completed, with specific security baselines.

* Security awareness briefings have become mandatory.

« User identification, authentication and authorisation are standardised.

* Security certification of staff is established.

* Intrusion testing is a standard and formalised process leading to improvements.

* Cost-benefit analysis supporting the implementation of information security measures
is increasingly being utilised.

* Information security processes are co-ordinated with the overall organisation
security function.

* Information security reporting is linked to business objectives.

* Responsibilities and standards for continuous service are enforced.

* System redundancy practices, including use of high-availability components, are
consistently deployed.

Depending on the structure of the organisation, each significant area or process of the
organisation needs to be evaluated separately. For example, accounting, HR, operations,
IT, business units and subsidiaries need to be evaluated to determine whether the current
state meets the requirements of the 15 (or more) elements. In most organisations, the
typical results for each of the 15 defined characteristics range across the maturity levels
from one to four.

Policies need to be reviewed to determine whether they address each of the elements.
Suggestions for policies that address each of the requirements of level 4 follow.

One objective that should be stated is to achieve consistent maturity levels across
specific security domains, mindful of the notion that ‘security is only as good as the
weakest link’. For example, all processes in critical financial processes should be at a
similar maturity level.

After selecting a particular department, business unit or area of the organisation, the
maturity level of the first statement in level 4 can be considered. The first statement is
“The assessment of risk is a standard procedure and exceptions to following the
procedure would be noticed by information security management’.

If the organisation is not at this maturity level, the approach to achieving this element
must be considered. Several requirements are implicit in this statement. One is that risk
assessments are a standard, formal procedure performed on a regular basis and as a
result of changes in systems, processes, threats or vulnerabilities. These assessments
are based on good practices and are performed on entire processes, whether physical

or electronic.
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In addition, the statement implies that there is effective monitoring in place to ensure the
assessments are performed as required by policy. First, there must be a policy that sets
forth the requirement. If one exists that states it, the requirement is addressed. Otherwise, a
policy may need to be created or an existing policy may need to be modified.

An appropriate policy to address this requirement is stated in the following sample.

Sample Policy Statement

The following is a sample policy:

* Information security risks must be assessed on a regular basis or as changes in
conditions warrant, utilising standardised procedures, and must include all relevant
technologies and processes. Corporate security must be advised prior to
commencement of such assessments, and the results of such assessments must be
provided to corporate security on completion.

This policy addresses the level 4 recommendation for a standard procedure and a
process to keep security management informed. A subsequent set of standards may need
to be created to define the allowable boundaries and risk assessment requirements for
various operational domains.

Sample Standard

The following is a sample standard:

* High-security domains comprising business-critical systems and/or confidential or
protected information shall be assessed for risk annually, or more often if there are:
— Material changes in threats
— Changes in hardware or software
— Changes in business or objectives

* Such assessments shall be the responsibility of the system or data owner, and shall be
provided to corporate security for review on a timely basis. When possible,
assessments shall be performed prior to implementing changes and provided to
corporate security for approval of consistency with applicable policy.

The second statement in level 4 is ‘Information security risk management is a defined
management function with senior level responsibility’. This requirement may necessitate
an organisational change. Often, information security is relegated to low-level managers
who do not meet the objective. Based on the information in this document and its
companion guidance publication,” a strong business case can be made for implementing
this structural change.

The third level 4 criterion states ‘Senior management and information security
management have determined the levels of risk the organisation will tolerate and have
standard measures for risk/return ratios’. A policy to address this criterion might state
that risks must be managed to levels that prevent serious interruptions to critical
business operations and limit control impacts to levels defined as acceptable.

Y IT Governance Institute, op. cit., Information Security Governance: Guidance for Boards of Directors and
Executive Management, 2" Edition
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Related standards would define limits of serious interruption and specify how the
acceptable levels of impact would be determined. They may also set forth other
definitions such as declarations criteria (who has the authority to declare an incident or
disaster that requires appropriate responses) and severity criteria (who has authority to
determine the severity of the event).

Additional Sample Policy Statements

The following are samples of policies that might be created to address some of the other

level 4 statements:

* Clear assignment of roles and responsibilities—Roles and responsibilities of XYZ
Corporation shall be unambiguously defined and all required security functions
formally assigned to ensure accountability. Acceptable performance shall be ensured
by appropriate monitoring and metrics.

« Information assets identified and classified by criticality and sensitivity—All
information assets must have an identified owner and be catalogued, and the value
must be determined and classified as to criticality and sensitivity throughout its
life cycle.

* Effective controls designed, implemented and maintained—Risks and potential
impacts must be managed, utilising appropriate controls and countermeasures to
achieve acceptable levels at acceptable costs.

* Effective monitoring processes in place—All risk management, assurance and
security activities must have processes to provide continuous monitoring necessary to
ensure control objectives are achieved.

* Effective compliance and enforcement processes—Monitoring and metrics must be
implemented, managed and maintained to provide ongoing assurance that all security
policies are enforced and control objectives are met.

* Tested, functional incident and emergency response capabilities—Incident response
capabilities sufficient to ensure that impacts do not materially affect the ability of the
organisation to continue operations must be implemented and managed.

* Tested BCPs/DRPs—BCPs/DRPs shall be developed, maintained and tested in a
manner that ensures the ability of the organisation to continue operations under all
conditions.

Conclusions

Most organisations have not achieved a consistent level 4 across the enterprise, although
this level is usually sufficient to address the security needs of most organisations in most
circumstances. It is also a difficult standard to achieve and may take a number of years to
accomplish, but it can serve as the objective or the desired state.

It should be noted that the foregoing sample policies may or may not be appropriate for
a particular organisation. They are provided as samples consistent with the action plan in
chapter 11 in terms of simple, clear construction setting forth management intent and
direction at a high level.
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As has been previously stated, complete policies are necessary for effective information
security governance. Construction as provided in the samples has proven in practice to
be a preferable approach for achieving management buy-in and general consensus. It
must be remembered that policy construction must be consistent with and reflect the
information security strategy and the desired state of security. The policies should also
be reviewed and approved in writing by senior management.

The sample standards in this chapter are typical examples, but they must be tailored for
the needs of individual organisations and are generally not complete. Usually, multiple
standards are required for each policy in each security domain.

Standards construction must be undertaken with care. Properly constructed, they provide
consistent security baselines and a powerful tool for implementing information security
governance.

Draft standards should be reviewed by the audit department and affected organisational
units. While line managers are responsible for policy compliance, audits are critical for
ensuring that management fulfils this responsibility and accountability for performing
security tasks is established. Audit, because of its assurance role, is one of the primary
policy enforcement and compliance mechanisms. Auditors’ input into standards may be
helpful in developing complete and effective standards that assist them in performing
their function. Collaboration with affected process owners is likely to generate better
co-operation with implementing proposed changes and can help ensure that the
standards do not needlessly interfere with the performance of process owners’ functions.
While it may entail considerable give and take to achieve consensus on appropriate
standards, the end result will be greater alignment with business activities and better
results in terms of ensuring compliance.
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14. Conclusion

For most organisations, establishing effective information security governance is a
major initiative, given the often fragmented, tactical nature of typical security efforts.
It requires committed support of senior management and adequate resources.

It necessitates the elevation of information security management to positions of
authority commensurate to the required responsibilities. This has been the trend in
recent years as organisations grow increasingly dependent on their information assets
and resources, while threats and disruptions continue to escalate in frequency and cost.

It is clear from numerous recent studies that organisations that have taken the steps
described in this publication and have implemented effective information security
governance have achieved significant results in reduced losses and improved resource
management. Given the demonstrable benefits, it is surprising that there have not been
greater strides in effectively managing information assets.

Although regulatory compliance has been a major driver in improving information
security overall, recent studies have also shown that nearly half of all companies are
failing to initiate meaningful compliance efforts.
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Appendix A—Critical Success Factors for Effective
Information Security

To achieve successful information security, it is critical to ensure the following:

* There is awareness that a good information security programme takes time to evolve.

* The corporate information security function reports to senior management and is
responsible for executing the information security programme.

* Management and staff have a common understanding of information security
importance, requirements, vulnerabilities and threats, and understand and accept their
own security responsibilities.

* Third-party evaluation of information security policy and architecture is conducted
periodically.

* The information security function has the means and ability to administer security,
especially to detect, record and analyse significance, and report and act on security
incidents when they do occur, while minimising the probability of occurrence by
applying intrusion testing and active monitoring.

* Clearly defined roles and responsibilities for risk management ownership and
management accountability are in place.

* A policy is established to define risk limits and risk tolerance.

* Responsibilities and procedures for defining, agreeing on and funding risk
management improvements exist.

* A reality check of the information security strategy is conducted by a third party to
increase objectivity and is repeated at appropriate times.

* Critical infrastructure components are identified and continuously monitored.

* Service level agreements (SLAs) are used to raise awareness of and increase
co-operation with suppliers relative to security and continuity needs.

* Policy enforcement is considered and decided on at the time of policy development.

* A confirmation process is in place to measure awareness, understanding and
compliance with policies.

* Applications are secured well before they are deployed.

* Information control policies are aligned with the overall strategic plans.

* Management endorses and is committed to the information security and control
policies, stressing the need for communication, understanding and compliance.

* There is a consistently applied policy development framework that guides formulation,
roll-out, understanding and compliance.

* There is awareness that, although insiders continue to be the primary source of most
security risks, attacks by organised crime and other outsiders are increasing.

* Proper attention is paid to data privacy, copyright and other data-related legislation.

* There is senior management support to ensure employees perform their duties in an
ethical and secure manner.

* Management is leading by example.
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Performance Measures

To Determine Whether Information Security Is Succeeding

The performance measures to determine whether information security governance is
succeeding are:

* No incidents causing public embarrassment

* Reduced number of new implementations delayed by information security concerns

* Number of critical business processes that have adequate continuity plans

* Number of critical infrastructure components with automatic availability monitoring

* Measured improvement in employee awareness of information security responsibilities

To Determine Whether Information Security Governance Is Succeeding

The performance measures to determine whether information security governance is

succeeding are:

* Full compliance, or agreed-on and recorded deviations from minimum security
requirements

* Percentage of plans and policies developed and documented covering information
security mission, vision, goals, values and code of conduct

* Percent of information security plans and policies communicated to all stakeholders

* Consistent, predictable levels of security and impacts at acceptable levels
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Appendix B—Self-assessment and Maturity Model

Self-assessment for Information Security Governance
Information security management can utilise the ITGI and CoBIT Maturity Scale to
create an information security governance profile of the organisation.

This model can be progressively applied as:

* A method for self-assessment against the scales, deciding where the organisation is

* A method for using the results of the self-assessment to set targets for future
development based on where the organisation wants to be on the scale

* A method for planning projects to reach the targets based on an analysis of the gaps
between those targets and the present status

* A method for prioritising project work based on project classification and an analysis
of its beneficial impact against its cost

The information that follows—the maturity scale and a description for each of the major

elements of information security relative to maturity—can be used to develop a

comprehensive profile of the current state of information security governance:

* An information security strategy with senior management acceptance and support

* An information security strategy intrinsically linked to business objectives

* Information security policies that are complete and consistent with strategy

* Complete standards for all relevant policies that are consistently maintained

* Complete and accurate procedures for all important operations

* Clear assignment of roles and responsibilities

* Organisational structure ensuring appropriate authority for information security
management without inherent conflicts of interest

* Information assets identified and classified as to criticality and sensitivity

* Effective controls designed, implemented and maintained

« Effective security metrics and monitoring processes in place

« Effective compliance and enforcement processes

* Tested functional incident and emergency response capabilities

* Tested BCP/DRP

* Appropriate security approval in change management processes

* Risks properly identified, evaluated, communicated and managed

» Adequate security awareness of all users, and training as needed

* Development and delivery of activities that can positively influence an information
security orientation of the enterprise’s culture and staff’s behaviour

* Regulatory and legal issues understood and addressed

* Information security issues with third-party service providers addressed

* Timely resolution of non-compliance issues and other variances
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Maturity Levels—Detailed Descriptions®

The maturity levels described in CoBIT 4.1 (based on CMM) are depicted in figure 7
and described as follows:

0 Non-existent

* Risk assessment for processes and business decisions does not occur. The
organisation does not consider the business impacts associated with security
vulnerabilities and development project uncertainties. Risk management has not
been identified as relevant to acquiring IT solutions and delivering IT services.

* The organisation does not recognise the need for information security. Responsibilities
and accountabilities are not assigned for ensuring security. Measures supporting the
management of information security are not implemented. Information security
reporting and a response process to information security breaches do not exist. There is
a complete lack of a recognisable system security administration process.

* There is no understanding of the risks, vulnerabilities and threats to IT operations or
the impact of the loss of IT services to the business. Service continuity is not
considered as needing management attention.

1 Initial/ad hoc

* The organisation considers IT risks in an ad hoc manner, without following defined
processes or policies. Informal assessments of project risk take place as determined
by each project.

* The organisation recognises the need for information security, but security
awareness depends on the individual. Information security is addressed on a reactive
basis and not measured. Information security breaches invoke ‘finger pointing’
responses if detected because responsibilities are unclear. Responses to information
security breaches are unpredictable.

* Responsibilities for continuous service are informal, with limited authority.
Management is becoming aware of the risks related to and the need for
continuous service.

2 Repeatable but intuitive

* There is an emerging understanding that IT risks are important and need to be
considered. Some approach to risk assessment exists, but the process is still
immature and developing.

Figure 7—ITGI and CoBIT Maturity Scale

Initial/  Repeatable Defined Managed and
Non-existent ad hoc but Intuitive ~ Process Measurable Optimised

| | | ‘I | |

LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
Enterprise current status 0—Management processes are not applied at all.

. Indust 1—Processes are ad hoc and disorganised.
Ndustry average 2—Processes follow a regular pattern.

Enterprise target 3—Processes are documented and communicated.
4—Processes are monitored and measured.
5—Good practices are followed and automated.

* Adapted from IT Governance Institute, CoBIT 4.1, USA, 2007
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* Responsibilities and accountabilities for information security are assigned to an
information security co-ordinator with no management authority. Security
awareness is fragmented and limited. Information security information is generated,
but not analysed. Security tends to respond reactively to information security
incidents and by adopting third-party offerings without addressing the specific
needs of the organisation. Security policies are being developed, but inadequate
skills and tools are still being used. Information security reporting is incomplete,
misleading or not pertinent.

* Responsibility for continuous service is assigned. The approaches to continuous
service are fragmented. Reporting on system availability is incomplete and does not
take business impact into account.

Defined process

* An organisation-wide risk management policy defines when and how to conduct
risk assessments. Risk assessment follows a defined process that is documented and
available to all staff through training.

* Security awareness exists and is promoted by management. Security awareness
briefings have been standardised and formalised. Information security procedures
are defined and fit into a structure for security policies and procedures.
Responsibilities for information security are assigned, but not consistently enforced.
An information security plan exists, driving risk analysis and security solutions.
Information security reporting is IT-focused, rather than business-focused. Ad hoc
intrusion testing is performed.

* Management consistently communicates the need for continuous service.
High-availability components and system redundancy are being applied piecemeal.
An inventory of critical systems and components is rigorously maintained.

Managed and measurable

* The assessment of risk is a standard procedure and exceptions to following the
procedure would be noticed by IT management. It is likely that IT risk management
is a defined management function with senior-level responsibility. Senior
management and IT management have determined the levels of risk that the
organisation will tolerate and have standard measures for risk/return ratios.

* Responsibilities for information security are clearly assigned, managed and
enforced. Information security risk and impact analysis is consistently performed.
Security policies and practices are completed with specific security baselines.
Security awareness briefings have become mandatory. User identification,
authentication and authorisation are standardised. Security certification of staff is
established. Intrusion testing is a standard and formalised process leading to
improvements. Cost-benefit analysis supporting the implementation of security
measures is increasingly being utilised. Information security processes are
co-ordinated with the organisation’s overall security function. Information security
reporting is linked to business objectives.

* Responsibilities and standards for continuous service are enforced. System
redundancy practices, including use of high-availability components, are
consistently deployed.
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5 Optimised

* Risk assessment has developed to the stage that a structured, organisation-wide
process is enforced, followed regularly and managed well.

* Information security is a joint responsibility of business and IT management and is
integrated with corporate security business objectives. Information security
requirements are clearly defined, optimised and included in a verified security plan.
Security functions are integrated with applications at the design stage and end users
are increasingly accountable for managing security. Information security reporting
provides early warning of changing and emerging risk, using automated active
monitoring approaches for critical systems. Incidents are promptly addressed with
formalised incident response procedures supported by automated tools. Periodic
security assessments evaluate the effectiveness of implementation of the security
plan. Information on new threats and vulnerabilities is systematically collected and
analysed, and adequate mitigating controls are promptly communicated and
implemented. Intrusion testing, root cause analysis of security incidents and pro-
active identification of risk are the basis for continuous improvements. Security
processes and technologies are integrated organisation-wide.

* Continuous service plans and BCPs are integrated, aligned and routinely maintained.
Buy-in for continuous service needs is secured from vendors and major suppliers.
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Appendix C—A Generic Approach to Information Security
Initiative Scoping

Scoping is the process of determining the various inputs, outputs and technologies
related to an initiative as well as the business processes and organisational units involved
or affected. It also includes the identification of any standards, methodologies, and other
tools and techniques used to guide the initiative; estimates of financial and other
resources; and the time frame within which the initiative is to be completed.

Planning the implementation of an information security governance implementation is
important as it will invariably touch every business unit and impact every user. The
goals for such projects are more global in nature than other security projects and the
boundaries for the project much broader. This generic scoping document may assist in
identifying the resources, time frames and other resources required for the
implementation project. More important, it will help in documenting the outcomes that
are expected and the performance metrics that will be necessary in determining the
success of the project.

Figure 8 lists the steps, activities and deliverables to define the initiative.

Figure 8—Step 1: Define the Initiative

Steps Activities Deliverables
Step 1.1 Define ¢ |dentify reasons and objectives for ¢ Documented business values
objectives. undertaking the project and review with e Documented objectives of
Identify the primary management. the initiative
objectives and goals | ® Research and document key issues and e Documented expected
of the initiative. concerns. outcomes
Develop the value e | earn from similar projects that have been
proposition and undertaken.
indicate how the e |dentify and obtain relevant documents.

objectives support and | e Identify expected outcomes and deliverables
enhance the goals of of the initiative (high level).

the enterprise. ¢ |dentify competitive landscape.

Step 1.2 Define o |dentify key activities, business units, ¢ Documented scope of the
boundaries. organisational entities, operations, etc. to be initiative

Define the project and included within the scope of the project. e Documented scope of the
its boundaries: what is| e Identify and document items that are boundary issues and their
included and what is normally within the scope of such projects treatment

excluded. Identify the but are to be excluded. e Communication of the
organisational units, | e Identify any scope issues such as partially boundaries with key
business activities and |  owned entities, foreign jurisdictions and stakeholders

processes that are exclusions.

included and those e Ensure the scope is sufficient to make

that are excluded from certain that the results obtained will meet

the project scope. the objectives and expected deliverables.

e Establish a liaison with affected entities to
ensure co-ordination.
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Figure 8—Step 1: Define the Initiative (cont.)

reference frameworks,
policies and/or
contracts in
undertaking the project
with which the initiative
needs to comply.
Standards may include
industry requirements,
regulatory standards
and entity policies.
Identify indicators for
measuring, and
establish key success
factors for achieving,
compliance.

Identify any standards or frameworks that
the project/initiative should consider.
Document success factors to enable, and
key metrics to evidence, compliance with
standards.

Steps Activities Deliverables
Step 1.3 Define o |dentify contractual, legislative, regulatory, e Documented standards that
standards. industry or other standards with which the will be used
Identify key standards, |  entity and the project must comply. e Documented key success

factors and metrics for use
in assessing project results

Step 1.4 Define risks.
Identify and assess
risks associated with
the project, including
business risks and
project risks. The
degree of risk
assessment and
mitigation depends on
the project’s size,
value delivered

and impact.

Identify potential reasons for failure or delay
of the initiative in meeting objectives.
Identify important scenarios that may
endanger the initiative’s objectives and the
negative impacts this initiative may have on
other enterprise objectives.

Identify the significance of risks and the
likelihood of occurrence.

Create plans to manage and mitigate

the risks.

¢ Documented risk assessment
e Risk mitigation plan
(as needed) and estimated
costs

Step 1.5 Define a
change process.
Identify internal and
external factors that
could cause changes
to the project and
define how changes
will be made to the
project’s objectives,
scope, risks and
success factors.

Identify and analyse internal and external
factors that could cause changes to

the project.

Define and document the processes and
procedures for authorising, accepting and
communicating changes of the drivers

and outcomes.

Identify appropriate tools and techniques to
manage the change process.

e Change process description

e Change management
guidance, including the use
of tools and techniques
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Figure 8—Step 1: Define the Initiative (cont.)

Identify the conditions
that must exist for the
project to be considered
complete, including the
specific activities, tasks
and deliverables
required to complete
the project. Define the
exit criteria of the
initiative, i.e., the
conditions that
determine whether the
objectives have been

the project deliverables have been provided
and accepted by the project owner and by
those taking responsibility for the ongoing
activities the project may create.

Steps Activities Deliverables
Step 1.6 Define ¢ |dentify post-project acceptance activities. e Evidence (e.g., metrics,
success. o |dentify evidence required to indicate that quality criteria) required to

indicate the project has been
successfully completed

¢ Evidence that post-
completion activities have
been identified and provided
to appropriate organisational
units

Identify the resources
required to successfully
complete the initiative,
including people,
technology, funding

of the initiative.
e Assess the need for technology and
equipment to support the initiative.

achieved.
Step 1.7 Define e Define the number and level (skills) of e Resource model
resources. resources needed to achieve the objectives | e Resource cost plan

Define the specific
deliverables that are to
be produced during
the initiative.

e (Create an illustrative sample deliverable.

and skills.
Step 1.8 Define o |dentify the external deliverables that will e List of project deliverables
deliverables. result from the initiative. e Sample of selected

deliverables

Figure 9 lists the steps, activities and deliverables to plan the initiative.

Figure 9—Step 2: Plan the Initiative

Steps

Activities

Deliverables

Step 2.1 Obtain
executive support.

e Determine the suitability of potential sponsors.
o Assess the availability of potential sponsors

e Initiative sponsor/owner
identification

Acquire the necessary
funding and resources
as defined in the
resource model.

e Prepare a detailed calendar-based project
budget, including resource consumption/use
and funding requirements.

Identify and appoint to fulfil the requirements. e Completed project

the appropriate project | ® Develop executive presentation material documentation and charter
sponsor for the based on project objectives and benefits.

initiative.

Step 2.2 Finalise ¢ Review the expected resource model and ¢ Updated resource model
resource cost plan. e Detailed resource
requirements. e Prepare a detailed acquisition timeline. acquisition timeline

e Detailed project budget
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Steps Activities Deliverables
Step 2.3 Define the | ¢ Document roles and responsibilities. e Organisation model
organisational o Define leadership expectations. e Reporting authority
structure for the ¢ (Create and establish the organisational ¢ Roles and responsibilities
initiative. structure.

Define and implement
the organisational
structure required to
make this initiative
successful. This should
include leadership,
staffing and key
sponsor, and may
include a project
management office.

Initially populate the organisation with
key personnel.

Create position descriptions, roles
and responsibilities.

Step 2.4 Define a
timeline.

Define the specific
timeline for the
initiative to be
completed to meet
stated goals and
objectives given the
expected resources
and deliverables
defined for the initiative.
Include key milestones
and identify the

Review goals, objectives and the expected
resource model.

Based on the review, define key milestones
for deliverables and major initiative
checkpoints with project sponsors.

Prepare a high-level diagram and identify
the potential critical path and dependent
activities.

Prepare Gantt charts for each major phase
of the sub-projects, including critical and
slack path analysis, skill requirements and
resource plans.

Ensure the timing will meet critical external

e Documented timelines
integrated with the resource
planning information

e Project timeline document
indicating:

— Activities and tasks

— Activity dependence

— Major milestone dates

— Major project checkpoints

— Key deliverable dates

— Status and reporting dates

— Business activities and
other key dates

critical path. reporting, financing and other deadlines e Detailed communications
within the business cycle. documents
¢ Define ongoing status reporting within the
project to key external stakeholders and
affected staff.
Step 2.5 Define an e Develop project phases and sub-phases, e Detailed project plan
approach and each with objectives, activities and
methodology. deliverables.

Determine the
methodologies to be
used and develop
detailed plans,
complete with phases,
sub-phases, activities
and tasks to enable
the project to
successfully meet its
objectives.

Determine the approach and methodologies
to be used and the information to be
obtained.

Develop detailed work plans for each phase,
sub-phase and activity.
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Figure 9—Step 2: Plan the Initiative (cont.)

Steps Activities Deliverables
Step 2.6 Create a e Communicate project status, resource plans | ® Documented communications
communication plan. and costs, as appropriate. plan, including timelines and
Design a plan to e Communicate the status of the risk key milestones
communicate management plan.
information about the | e Communicate changes in project goals
initiative, manage and objectives.
expectations and e Communicate project progress.

support the objectives
of the initiative
throughout its life
cycle. Consider the key
milestones and
different audiences.
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Appendix D—An Approach to Information Security Metrics

Figure 10—NIST SP 800-55

NIST special publication 800-55 provides an approach to security metrics (figure 10).
It states:

The foundation of strong upper-level management support is critical, not only
Jor the success of the security program, but also for the implementation of a
security metrics program. This support establishes a focus on security within
the highest levels of the organization. Without a solid foundation (i.e.,
proactive support of those persons in positions that control IT resources), the
effectiveness of the security metrics program can fail when pressured by
politics and budget limitations.

The second component of an effective security metrics program is practical
security policies and procedures backed by the authority necessary to enforce
compliance. Practical security policies and procedures are defined as those
that are attainable and provide meaningful security through appropriate
controls. Metrics are not easily obtainable if there are no procedures in place.

The third component is developing and establishing quantifiable performance
metrics that are designed to capture and provide meaningful performance
data. To provide meaningful data, quantifiable security metrics must be based
on IT security performance goals and objectives, and be easily obtainable and
feasible to measure. They must also be repeatable, provide relevant
performance trends over time, and be useful for tracking performance and
directing resources.
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Finally, the security metrics program itself must emphasize consistent periodic
analysis of the metrics data. The results of this analysis are used to apply
lessons learned, improve the effectiveness of existing security controls, and
plan future controls to meet new security requirements as they occur. Accurate
data collection must be a priority with stakeholders and users if the collected
data is to be meaningful to the management and improvement of the overall
security program. The success of an information security program
implementation should be judged by the degree to which meaningful results
are produced. A comprehensive security metrics analysis program should
provide substantive justification for decisions that directly affect the security
posture of an organization. These decisions include budget and personnel
requests and allocation of available resources. A security metrics program
should provide a precise basis for preparation of required security
performance-related reports.”'

2 National Institute of Standards and Technology, ‘Security Metrics: Guide for Information Technology
Systems’, SP 800-55, USA, 2003
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Glossary

Acceptable use policy—A policy that establishes an agreement between users and the
organisation and defines for all parties the ranges of use that are approved before
gaining access to a network or the Internet

Access control—Refers to the processes, rules and deployment mechanisms that control
access to information systems, resources and physical access to the premises

Access rights—Permission or privileges granted to users, programs or workstations to
create, change, delete or view data and files within a system as defined by rules
established by data owners and the information security policy

Accountability—The ability to map a given activity or event back to the
responsible party

Administrative controls—The rules, procedures and practices dealing with operational
effectiveness, efficiency and adherence to regulations and management policies

Application controls—Manual or programmed activities intended to ensure the
completeness and accuracy of records and the validity of entries made. The objectives of
application controls are to ensure the completeness and accuracy of the records and the
validity of the entries made therein resulting from manual and programmed processing.

Audit trail—A visible trail of evidence enabling one to trace information contained in
statements or reports back to the original input source

Authentication—1. The act of verifying a user, 2. The user’s eligibility to access
computerised information

Availability—Relates to information being available when required by the business
process, now and in the future. It also concerns the safeguarding of necessary resources
and associated capabilities.

CISO—Chief information security officer, an executive position charged with
responsibility for managing and protecting information assets

CoBIT—Control Objectives for Information and related Technology, a complete,
internationally accepted process framework for IT that supports business and IT
executives and management in their definition and achievement of business goals and
related IT goals by providing a comprehensive IT governance, management, control and
assurance model. CoBIT describes IT processes and associated control objectives,
management guidelines (activities, accountabilities, responsibilities and performance
metrics) and maturity models. CoBIT supports enterprise management in the
development, implementation, continuous improvement and monitoring of good
IT-related practices.

Confidentiality—The protection of sensitive or private information from unauthorised
disclosure



Fl.ﬂ 174 ‘ I_-n?;,n::'r Security Go :J a i

Guidance for Informatio. rity Managers

Corporate governance—The system by which organisations are directed and controlled.
Boards of directors are responsible for the governance of their organisations. It consists
of the leadership and organisational structures and processes that ensure the organisation
sustains and extends strategies and objectives.

Corporate strategy—The pattern of decisions in a company that determines and reveals
its objectives, purposes or goals; produces the principal policies and plans for achieving
those goals; and defines the range of business the company is to pursue, the kind of
economic and human organisation it is or intends to be, and the nature of the economic
and non-economic contribution it intends to make to its shareholders, employees,
customers and communities

COSO—The Committee of Sponsoring Organisations of the Treadway Commission;
provides guidance and a comprehensive framework of internal control for all
organisations

Data classification—The assignment of a level of sensitivity to data

(or information) that results in the specification of controls for each level of
classification. Levels of sensitivity of data are assigned according to predefined
categories as data are created, amended, enhanced, stored or transmitted. The
classification level is an indication of the value or importance of the data to the
organisation.

Decentralisation—The process of distributing computer processing to different
locations within an organisation

Dual control—A procedure that uses two or more entities (usually persons) operating in
concert to protect a system resource such that no single entity acting alone can access
that resource

Guidelines—A description of a particular way of accomplishing something that is less
prescriptive than a procedure

Information security governance—The set of responsibilities and practices exercised by
the board and executive management with the goal of providing strategic direction,
ensuring objectives are achieved, ascertaining that risks are managed appropriately and
verifying that the enterprise’s resources are used responsibly

Information security programme—The overall combination of technical, operational
and procedural measures, and management structures implemented to provide for the
confidentiality, integrity and availability of information based on business requirements
and risk analysis

Integrity—The accuracy, completeness and validity of information

ISO/IEC 27001:2005—A standard from the International Organisation for
Standardisation (ISO)/International Electrotechnical Commission (IEC) that covers all
types of organisations (e.g., commercial enterprises, government agencies, not-for-profit
organisations). ISO/IEC 27001:2005 specifies the requirements for establishing,
implementing, operating, monitoring, reviewing, maintaining and improving a
documented information security management system within the context of the
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organisation's overall business risks. ISO/IEC 27001:2005 specifies requirements for the
implementation of security controls customised to the needs of individual organisations
or parts thereof. (Source: International Organisation for Standardisation.)

ISO/IEC 27002—A standard from the International Organisation for Standardisation
(ISO)/International Electrotechnical Commission (IEC) that defines information’s
confidentiality, integrity and availability controls in a comprehensive information
security management system

Mandatory access control (MAC)—A means of restricting access to data based on
varying degrees of security requirements for information contained in the objects and
the corresponding security clearance of users’ programs acting on their behalf

Monitoring policy—The rules outlining or delineating the way in which information
about the use of computers, networks, applications and information is captured

Non-repudiation—The assurance that a party cannot later deny originating data, that is,
the provision of proof of the integrity and origin of the data that can be verified by a
third party. A digital signature can provide non-repudiation.

Policies—High-level statements of management intent, expectations and direction. An
example of a policy statement on access control is: ‘Information resources shall be
controlled in a manner that effectively prevents unauthorised access’. Policy can be
considered the ‘constitution’ of security governance.

Privacy—Freedom from unauthorised intrusion or disclosure of information about
individuals

Procedures—The portion of a security policy that states the general process that will be
performed to accomplish a security goal

Security metrics—Any form of measurement used to determine any aspect of the
operation of any security-related activity

Standards—Metrics, allowable boundaries or the process used to determine whether
procedures meet policy requirements. An example of a standard for passwords used for
access control is: ‘Passwords for medium- and low-security domains must be comprised
of no fewer than eight characters consisting of a mixture of upper- and lower-case
letters, at least one number and one punctuation mark’.

Steering committee—A management committee assembled to sponsor and manage
various projects, such as an information security programme
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