
COURSE TABLE OF CONTENTS

Cohesity NetBackup 11.0: Administration
OEM: Cohesity • Duration: 5 Days (40 hrs)

COURSE MODULES & TOPICS

Module 1: Introduction to NetBackup
• Data Protection and NetBackup Environment
• NetBackup-Powered Backup Appliances Overview
• NetBackup Integrated Solutions
• NetBackup Installation
• NetBackup Administration Interfaces

Module 2: Using the NetBackup Web UI
• NetBackup Web User Interface
• Configuring Single Sign-On
• Protecting Workload Assets
• Managing Role-based Access Control
• Alerts and Notifications
• Managing User Sessions

Module 3: NetBackup Certificate Administration
• Understanding Security Certificates
• Working with Certificate Revocation Lists
• Configuring Security Certificates
• Managing Security Certificates
• Using External Security Certificates

Module 4: Configuring Disk Storage
• NetBackup Storage Device Concepts
• Configuring BasicDisk Storage Unit
• Configuring AdvancedDisk
• Managing AdvancedDisk Storage
• Configuring Storage Unit Groups

Module 5: NetBackup Policies and Schedules
• Backup Policies Overview
• Configuring Policy Attributes
• Creating Policy Schedules
• Adding Clients to Policies
• Creating Backup Selections
• Exclude and Include Lists
• Managing Policies

Module 6: File System Protection and Restore
• Performing Manual Backup Operations
• Using and Customizing Activity Monitor
• Backup Job-related Tips
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• Introduction to Restores
• Restore Operations Using Web UI
• User-directed Backups
• Restore Operations Using BAR Interface

Module 7: Media Server Deduplication Pool (MSDP)
• Introducing MSDP
• MSDP Architecture
• Planning a Deployment
• Provisioning Storage and Configuring MSDP

Module 8: Configuring Cloud Storage
• Using Cloud with NetBackup
• MSDP Cloud Support
• Memory-Efficient Dedup Service
• MSDP Cloud Immutable (WORM) Storage
• Image Sharing using MSDP Cloud

Module 9: Optimizing Filesystem Backups
• Filesystem Backup Challenges
• Optimizing Filesystem Backups
• NetBackup Accelerator
• NetBackup FlashBackup
• Using Multiple Data Streams
• Handling Busy Files on UNIX/Linux and Windows

Module 10: Protecting VMware Environments
• Introducing Virtual Machine Backups
• Configuring VMware Backups
• Continuous Data Protection for VMware
• Performing and Monitoring VMware Backups

Module 11: Recovering VMware Environments
• Performing VMware Restores
• Instant Access and Instant Rollback for VMware
• VMware Agentless Restores

Module 12: Backup Duplication and Replication
• Duplication Strategies
• Storage Lifecycle Policy Concepts
• Using Storage Lifecycle Policies
• Additional Storage Lifecycle Policy Features

Module 13: NetBackup Catalog Protection
• Understanding the NetBackup Catalog
• Managing Images
• Protecting the NetBackup Catalog
• Performing Catalog Recovery

© Koenig Solutions Page 2 of 3



Module 14: Ransomware Protection and Detection
• Ransomware Overview
• NetBackup Protection Against Ransomware
• Backup Anomaly Detection
• NetBackup Malware Scanning

Module 15: NetBackup Reporting and Analytics
• Generating Reports in NetBackup
• NetBackup IT Analytics Overview
• Generating Reports in NetBackup IT Analytics

Module 16: Upgrading and Updating NetBackup
• NetBackup Upgrades Overview
• Planning for an Upgrade
• Primary Server Upgrade Overview
• Media Server Upgrade Overview
• MSDP Upgrade for NetBackup
• Client Upgrade Overview
• Deployment with VxUpdate

Module 17: Troubleshooting and Diagnostics
• Basic NetBackup Troubleshooting
• Identifying NetBackup Processes, Services, and Daemons
• NetBackup Logging Overview
• Using Support Utilities
• Using NetBackup Support Resources

Module 18: Protecting Hyper-V Environments
• Introduction to NetBackup for Hyper-V
• Configuring Hyper-V Backups
• Configuring Policies for Hyper-V
• Performing and Monitoring Hyper-V Backups
• Performing Hyper-V Restores
• Hyper-V Restores with NetBackup Add-in for SCVMM

Module 19: Protecting NAS Data
• Introduction to NetBackup for NDMP
• Preparing for NDMP Backups
• Configuring Local NDMP Backup
• Configuring Remote NDMP Backups
• Accelerator for NDMP Filers
• Protecting NetApp cDOT NDMP Filer
• NDMP Three-way Backups
• Configuring NDMP Three-way Backups
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