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I COURSE DESCRIPTION

This section doesn't contain any content.

I AUDIENCE PROFILE

e This section doesn't contain any content.

I PREREQUISITES

e This section doesn't contain any content.

I COURSE OBJECTIVES

By the end of this course, participants will be able to:

e This section doesn't contain any content.

I COURSE OUTLINE

I Module 1: Security Overview: Introduction

® Objectives

e What Is Security All About?

e What's It All About?

e Authentication

® Authorization

e Visibility

e \Why Role Based Access Control?
e The Role Hierarchy

e Policy Types

e Duty Roles

e Job Roles

© Koenig Solutions



e Abstract Roles

e One More Time

® Roles Summary

e Additional Mechanisms

e Summary

I Module 2: Create Initial Setup Users

® Objectives

® Setup Users: Overview

® Setup Users

e How to Assign Setup Roles?

® Resource Roles

e Role Provisioning Rules

® Setup Users: What Roles Should be Included?
e Autoprovisioning

e Creating Setup Users: Recap

® Summary

® Practice

I Module 3: Security Console: User Categories

e Objectives

e What's It All About?

e Oracle Security Console: Your One-Stop Shop
® What is a User Category?

e How Do You Create a User Category?

e Once You've Created It, What Can You Do?
e Set Password Policies

e Configure Notifications

e Configure Notifications: Example

® Two-Factor Authentication

® Add Users to a User Category

e Summary

I Module 4: Security Console: Roles

e Objectives

e Security Console Roles — What Are They For?
e How Do | Do It?

® Administrative Options

® Review: Security Roles

e Before creating a new role

e Modify a Service Security Role

@ Examining an Existing Role
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e Graphical View

e Simulate Navigator

® View Roles that Grant Access and Menu Privileges

e Creating New Roles

e Copy Existing Roles

e Comparing Two Roles

e Examine an Existing Role: Users Associated with the Role
® Security Analytics

® Security Considerations

e Summary

® Practice

I Module 5: Service Access Management

® Objectives

e Sales and Service Access Management
® Modifying Access

e Advanced Policies

® One More Thing: Access Explorer

e When Should | Use Which Tool?

e Summary

® Practices

I Module 6: Access Groups

e Objectives

® What Are Access Groups All About?

® Access Groups: Overview

® Access Groups: Benefits

® Access Group Rules

e Creating an Access Group Step 1: Get Users in the Group

e Creating an Access Group Step 2: Grant Access

e System Access Groups

® Predefined Object Sharing Rules

e Using System Access Groups and Predefined Object Sharing Rules: Example
e Customer Service Representatives’ Access to Work Orders: Example
e Creating Your Own Access Group

e Manually Adding Group Members

e Using Rules to Add Members

e Granting the Access Group Access to an Object

e What if the field (attribute) | want isn’t there?

® Testing the Results

e Related Objects

e Which method is the best to use?

e Using Access Groups: Considerations
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e Summary

e Practice

I Module 7: Security Console: Other Features

e Objectives

® User Management

® Security Console: Recap

e Security Console For Service: Common Uses
® Security Console: Users Tab
e Manage User Passwords

e Edit User Information

e Edit User Roles

® Security Console: Other Tabs
® Analytics

e Application Extensions

® API Authentication

® Administration

e Summary
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