
Cilium in Action: Kubernetes Security & Insight (LFWS315) 

Course Duration: 8 Hours 
 

TOC 

Introduction 

- The Linux Foundation 
- The Linux Foundation Training 
- The Linux Foundation Certifications 
- The Linux Foundation Digital Badges 
- The Linux Foundation Subscriptions 
- Laboratory Exercises, Solutions and Resources 
- Things Change in Linux and Open Source Projects 
- Platform Details 

Kubernetes Fundamentals Review 

- Kubernetes Architecture 
- Control Plane 
- Data Plane 
- API Objects 
- Labs 

Network Fundamentals 

- Network Functions 
- Pod Network 
- Why CNI 
- CNI Features 
- Install CNI 
- Pod IP Address 
- IP Transience 
- Labs 

Getting Started with Cilium 

- Cilium Overview 
- eBPF 
- Component Overview 
- Labs 

Network Observability 

- Need for Observability  



- Hubble  

- Why Hubble  

- Architecture  

- Components  

- Labs  

Network Policy 

- Network Policies  

- Cilium Network Policy  

- Kubernetes Network Policy vs Cilium Network Policy  

- Labs  

Cilium Gateway API 

- Kubernetes Services Limitations  

- Ingress  

- Cilium Service Mesh  

- Gateway API  

- Cilium Gateway API  

- Labs  

Mutual Authentication 

- Mutual Authentication  

- Mutual Authentication in Cilium  

- Identity Management  

- SPIFFE Benefits  

- Labs  

Cilium Transparent Encryption 

- Need for Encryption  

- Cilium Encryption  

- IPsec Encryption  

- WireGuard  



- Labs  

Cilium Cluster Mesh 

- Why Cluster Mesh  

- Fault Resilience  

- Cluster Mesh Architecture  

- Requirements  

- Global Services  

Closing and Evaluation Survey 

- Evaluation Survey  

 


