COURSE TABLE OF CONTENTS

Prisma Cloud Security Professional Training (was PCCSE)

OEM: Palo Alto « Duration: 5 Days (40 hrs) ¢ Code: PCCSP

I COURSE MODULES & TOPICS

I Domain 1: SOC Fundamentals (10%)

@ SOC Components and Functions: Roles, Tools/Technologies, Analytics
e Al and ML in Security Operations
® Role of Threat Intelligence

e Incident Categorization and Prioritization

I Domain 2: Cortex Fundamentals (15%)

e Key Components of Cortex Cloud: Users/Roles/IP/Domain/URL Indicators
® | og Management, Asset Inventory

e Compliance, Rules, and Data Protection

® Use Cases and Data Source Ingestion

® Reports and Dashboards

I Domain 3: Cloud Posture Security (29%)

® CSPM (Cloud Security Posture Management)

® KSPM (Kubernetes Security Posture Management)
® AI-SPM (Al Security Posture Management)

e DSPM (Data Security Posture Management)

® Agentless Scanning

e Unified Compliance Management

e |dentity Security

e Vulnerability Management

® Posture Security Management Modules

I Domain 4: Cloud Runtime Security (26%)

e CWP (Cloud Workload Protection)

® CDR (Cloud Detection and Response)

e WAAS (Web Application and API Security)
e Vulnerability Management

e Agent Management and Deployment
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I Domain 5: Application Security (20%)

e ASPM (Application Security Posture Management)
e CI/CD Posture Management

® SCA (Software Composition Analysis)

® |aC Security (Infrastructure as Code)

® Secrets Scanning

e Scan Management

e Application Security Use Cases

© Koenig Solutions Page 2 of 2



