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Advanced Windows Exploitation (EXP-401)

OEM: OffSec   •   Duration: 5 Days (40 hrs)   •   Code: OSEE

COURSE MODULES & TOPICS

Windows Internals & Exploitation Fundamentals

Reverse Engineering & Debugging Techniques

Stack & Heap Exploitation in Windows

Bypassing DEP, ASLR, & Other Mitigations

Windows Kernel Exploitation

Fuzzing & Vulnerability Discovery

Custom Shellcoding & Payload Development

Privilege Escalation & Post-Exploitation Techniques

Case Studies of Real-World Windows Exploits

Hands-On Labs & OSEE Exam Preparation
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