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EXIN Privacy & Data Protection Professional (PDPP)

OEM: EXIN   •   Duration: 1 Day (2 hrs)   •   Code: PDPP

COURSE MODULES & TOPICS

1 Data Protection Policies (10%)

Purpose of Data Protection and Privacy Policies (5%): organizational policies for legislative
compliance; policy content requirements

Data Protection by Design and by Default (5%): seven principles for privacy by design; practical application
strategies

2 Privacy Information Management System – PIMS (32.5%)

PIMS Basics (12.5%): ISO/IEC 27701 standard terminology; statement of applicability;
documentation purposes; management review functions

PIMS Benefits (10%): audit objectives; determining local regulatory requirements; compliance demonstration;
supplier evaluation

PIMS Relationships (10%): PIMS vs information security management systems; ISO/IEC 27002 applicability; control
application methodology

3 Roles: Controller, Processor, and DPO (17.5%)

Controller and Processor Roles (10%): controller responsibilities; processor responsibilities;
relationship dynamics

Data Protection Officer Role (7.5%): GDPR mandatory appointment criteria; DPO functions and duties; supervisory
authority relationship

4 Data Protection Impact Assessment – DPIA (27.5%)

DPIA Criteria (15%): assessment criteria application; objectives and expected outcomes

DPIA Steps and Implementation (12.5%): step-by-step process; real-world scenario application

5 Data Breaches, Notification, and Incident Response (12.5%)

GDPR Breach Requirements (2.5%): breach determination standards

Notification Requirements (10%): supervisory authority notification; data subject notification obligations;
documentation requirements
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