FortiPAM Administrator Version 1.5

In this course, you will learn how to effectively use FortiPAM to manage
and protect privileged account credentials, as well as control access to
critical systems and sensitive organizational data. The core topics covered
will give you a strong foundational understanding of FortiPAM.

Course Duration
2 Days
16 Hours.

Course Brief.
This course is designed for security professionals who are responsible for
designing, deploying, configuring, and managing FortiPAM solutions.

Prerequisites

It is recommended that you have a basic understanding of the following:
« Familiarity with Linux and Windows server environments
« Knowledge of commonly used network protocols

« Basic understanding of Identity and Access Management (IAM)
concepts and solutions

« Awareness of FortiClient and its functionality

Modules
1. Introduction to FortiPAM
2. System Configuration

3. Users and Roles



4. Secrets Management

5. ZTNA Access Control

6. Monitoring and Reporting

After completing this course, you will be able to:

Explain the concept of Privileged Access Management (PAM)
Describe FortiPAM features, components, and real-world use cases
Perform initial system setup and configuration

Understand FortiPAM High Availability (HA) concepts

Explain the role and use of digital certificates

Manage users, groups, and roles effectively

Organize and manage folders, targets, and secrets

Implement access control using the Zero Trust Network Access
(ZTNA) framework

Monitor user activity, sessions, and overall system performance

Generate and analyze activity reports



