DW-370: Implement Security Copilot across MS
Security Workloads

Get Started with Microsoft Security Copilot

Module 1: Introduction to Microsoft Security Copilot
o Overview of Microsoft Security Copilot

o How Microsoft Security Copilot Works

e Security Copilot Requirements and Licensing

e Pricing and Deployment Considerations

+ Role of Security Copilot in Modern Security Operations

o Standalone vs Embedded Security Copilot Experiences

o Responsible Al and Data Handling in Security Copilot

Securing and Expanding Capabilities of Security Copilot

Module 2: Authentication, Prompting, and Extensibility
« Authentication and Access Control for Security Copilot

e Introduction to Prompting in Security Copilot

e Building and Using Promptbooks

« Best Practices for Effective Prompting

« Extending Security Copilot with Plugins

« Using Connectors to Integrate External Data Sources

« Sample Security Use Cases and Scenarios

Security Copilot — Integrations

Module 3: Integrations and Advanced Capabilities

« Overview of Security Copilot Integrations

o Integration with Microsoft Security Solutions

e Advanced Capabilities with Data Security Posture Management (DSPM)
e Using Preview Plugins: Azure Al Search

e Using Preview Plugins: Azure Firewall

e Using Preview Plugins: Web Application Firewall (WAF)

« Using Preview Plugins: Microsoft Sentinel



