Attacking and Defending Azure & M365

This course provides a deep dive into security threats targeting Azure and Microsoft 365
environments. Participants will explore reconnaissance, credential theft, lateral movement,
privilege escalation, and persistence techniques used by attackers. Each module covers
attack methods, detection strategies, and mitigation techniques, ensuring a comprehensive

understanding of both offensive and defensive security practices.

Required Prerequisites

e Basic understanding of Azure and Microsoft 365

e Familiarity with cybersecurity concepts and attack techniques
e Experience with identity and access management (IAM)

e Knowledge of security monitoring and log analysis tools.
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